CMHA8 TVABHNIA

OIV(HE30IeY,

@10)AUMAN)00-695 001
0]16‘“00@1 O_ﬂg@(ﬁ Mo. 1021/(al/aMV.ag)o.63/2017
)61y A0 @O 21, 2017

UG Uao

@10}AUMMA a0 MVI-WIG 0g)oGalo®TM GRETNVOAVICWAHH MYTVOLIQ
00w ‘mvlmderly’ 6oemo alleuoaHo@a|@la] (mITV1EL1S:EleeM) ag)anA
OO AVEIMIaHo. RIAUMSHIO}OSWo AllBLOBMOIBHBOSW0 TVBYO
ODH O2IMHSOLN0 @OMBAUSNClajdbS0L)0 TVMUINAIH®I0 MLTVHLIQA
af)aM) (IO 1SHIED)aM). af)LI0 BIANBE@BB)0 EMOYAM).

===

allemoo®i ailzzcad

©5eileanosnd: 0471 2333241, 2333812; aNOSMV: 0471 2333489
eawles: chiefminister@kerala.gov.in  eamnioeavg: www.keralacm.gov.in



CHO8 MVABNIQ

»SHoal8s3] aV)EO(MBM
TMVaOBHEEMAl0 S01TVA0 GRAITLIANe Aldh)a] AT

mo. 2966/2017/Min(Coop, TSM&Dev) @ROYY 26, 2017

UG Uao

TU1-AWlg ag)oGalo@IM @REMINVICWaHHM MLITHLIQOI® ‘aVIBeeIy’
af)210aIBeHalo (alVlEL1H:Ble900)88 6o6Mo allcudard@Ba|dlla] o3e0
allMDHEB0OS  (alAVIELI1HAIENMM)  of)NCl@ICE @O WO
TLEIMOaHo  GORINSJOMES. 27 QIBato allavls)an aUl-AWlg WOTV(®
-B00)6M16H9 HMB-ANAIOMVOEEL G0N MoMLOIM  TVALHIBIHMY
TMUD(NEMSEBBIOS CMBIVOBHUINOW] 20dlHWS)EOM@IGE  ag)oGelowImy
@PEIVOMVICWAUOM ol @REIMMBMIGa0@eM). fIFIMAaRo TVOROMIERM
OOIM) Dald00(alBANR0W TVOCH:MBANBYGHUWB &S} ca6 LG G3
aneI(a13000] 9alcIWlHIM MUl-AIgln @RAeS. AVI-AWIg af)oGelo
@10 @REILOMVIEWaUNG EMDI@ICHITZ @YIOISNAN 66Mo  Aflcud
0@ |@a{la) af)eloallw @YUoTVGB)o CGMOYAM).

C\f’v“,qé}"""‘;‘

—

HShoal3s] AV)CO(MBD

eseileanosnd: 0471 2336605, 2337560 GA06NT: +91 94470 48543, 9447917700
meolod: kadakampallysurendran99@gmail.com



GEAN-LET

Editorial Board

2110 aawiod
enil. v 1woad

H63lIma@
@210 af)o.GR)A

Zlenil adl. ag)enia00
(0o ail.

(a18%a] )203 @RA.
WOl atiemMd ag).@RA.
aLORM @RMUISIVIG3
(BoElGORESPIG]

@RY allRy

avedlow @rad.enil.

O EI® 3208 @A
@mil ag).@RA

CEAN-LET Thanks

2017-081 306Mo Ail6auoT3a T laflcalss
BHLIO-MV0aSI® VY o8 M@
mil-alg RIaimeeoad, allaodmle:d,
MO OM)HOU DICMINSIa]o
(aIQUIGOM 2] VO (IR @,
AlOaVY68BU8 M@3E1w

MUN0IMEBBUD af)anIQIBHS).

Cover Painting
Shajith R.B.

Layout Supervision
Godfrey Das

Cartoons
Jishnu P. Raj

Layout

Prasanth V.
Pradeep Kumar R.
Anand Godfrey
Sreelekha C.S.

Typeset
Hridayam Graphics

Printed at
Akshara Offset, TVM

Printed and Published by
B. Satheesan
General Secretary, CEA for Private circulation only

08
11

13

24

26

30

36

39

40

42

45

46

50

M aldan. WUaIIB),
all.ag)o. @AwAl,
N D.@RYDB. CMInOMAD

32G293A (a3

all 21 @mnosmo

al0OIN
(alROQIBED

Demonetisation and Cashless Economy

in India
V. Nagarajan Naidu

&ajasnlnlawas saveilad calnwolad
a10dao] sl

Mindfulness based Performance
Senthil Kumar Madhavan

ousslomlowaes) allmleel

DOYENE AUAOCMHMIMEIBUI
aflwy afladaavag

G3U1IV® B0IW)Wo
enil. v 1voad

Nationalism or Anti Nationalism...?
B. Manoj

milaf MIGEIWMAL0 MVoLIaIdlAI20)0
[elolo>21 I elntole)

VI3 IO Y@ DM Lild:2018:9000
wmy ,I0M3

myolal

GlaloMR

al(d)0ljo MM)aHY D)0
@)GO §210NIVBNB)0
)208 @RA.

Invention
Sajan Ambadiyil



56

56

58

59

62

87

93

96

97

98

101

107

108

108

Drugs Drag You Down
Muhammed Swaraj S.P.

@0
@RAY® 6nil.

2laillmo... aVlmImo...
m9221d9).
0 EIOm 0022 @RA.

6NUJIEI D IEI
aH0a013 af).

Internet of Things (1oT)

Lijith T.K.

Implementing Free Software
Technologies Completely at C-Dit

Tanzeem M.B.

alod; »aISld:8)Hs COIBGMo
BHOOBMD

@)nlvlael @PAIB:0udle:0d
woommald ail.

8303n1CRIDGDISMO...
wO®MOLA ail.

@20)an MeIWwI8 avlmlm
enil. u®Tvoad

What is FIFA U 17 World Cup?
Mony P.G.

6320611 MLAMIOI)
ail=lo enil.

Lall@averl
@RI ag)aV.adl.

QAUMEG223I01NM
@RI ag)aV.adl.

Internet of
Things (loT)

Lijith T.K.
109  s0dmmapya9ud
@neml) @ROANM
109  s03mme)a]s)0m@3
@neml) @O
110  comemelad amamioo
@RUIM] 0ael)
111 o
@RUIM] 0ael)
112 ®e1d30388 ald:0mId)GMI AVMIaOAVEY
WO alEM:)D0d
115  at0m0md



agulegaclmmb

; 2 —
sl ©03 QlBao aflanlsgemiow

S®)alBURMIWlal®y?aMem] TVBHHIB EsN00 AUBCHUOMIGLIHE HSANIO]

B9)IMN). @RYBYAUBGaHO OB MEAUW] CHHUA(AIAUBODMEBBUBLS @)SHN0
018900 TEHHIBIM) HFIETD). “DSM)aldHo A0 af)2ldo WEIWIHGI0™ ag)m
TMUEBUORITT CHOSRMOV B DEMBOVIO)ID (I 1B:UB6 BGJo DEIBELIGIA]]
B9HIOOWIEM B0) ABaHo A1 G]2@. (AIWOMAIW] SO AIOCWENBOY
QBaueEB800] 2)SEElEFISIN HalMBaUM)HUB B)SIPGlHWSENo AUCWIU]H0)0S
A5} &S af) O3a)) NGBLIOAD@IEN). fNIad). WMAN] @REY MIWRFENeS
MEAUW! CHHUD(IAUBODMEBUWBE MIS®)AIHOVIgPEmallwo @) 2UBHAS)
o) TVBEHOCIHM LIGUYGNIOWHO 21)6NElEH051VI0)aM). BBaUBASEE B0
@R UDIOTVO M@BYBHV)o BGatd> @RYOVAOMY MEPNTWA 621QAIIMYo TVEHHIA]
M) SHFEeOm). TVIMIHOTNH G (BEBBUBHE) B)S)MT @)d @RMYAUGl2 @IMOC3
MO0 0B (aIAIBT S DMAQINBIW. an5eillomd aleslenloymm &)al
aldHo OAlOMGAGILID TLNJAIMEBB)o B0) QAUGAHOOEIME  LIORGIILIOE)aMN
aqudl@] aian). ol Hald@)GRRILID TN IMEBSINLIV)o W)ATMm)o GRYIAGIW)o
M) 2@1MoLIosN) Aldha] GMSDYNBOSHIM &S1600 .

Mo2)a0ld MG 0089 TIMEANE] a0 (VORL @ lHe)BW)Mmeowl.
allGaNOHHANRINEEBSIHNS GHHUADTDIIM) 5H)S}O@ DDANT MTIBHIWIBB A lRLO]H:
806 @RANla¥idG12)AUM D). alSlHRIGI-alSleady aleonEBE)es @PSIuNOMm
VDB 0468800 AIdEUla{lee)dW)o GRAIBHNIAINIBIW aldBafls alrL@IHUd MSa]l
210861010)M) af)MMo GAIOIS) SHICEMENBGIEN. BRHWIMIE: MVOCEGB0M3 V13
OMIFIE3 LIBYMOSN)MN@IM (aldaIMOIB)IM alFLWIHB)o E)S}MT (WEL GMS)d
W20 @esl?)s] @eSlad1VIcd 0)6ElEa 00} W).Abl.ag)el. CVBEHIBIHM
2l00RVWOS)O®] UM B)GlalHHODIT @RUWIGHI0AMIT3 AN  af)@B.Wl.af)ad
TMA660C1O D)e 1 LISH 0 @RI ©)S2))MIEO)H af)M@OEM.

MBHHIB-D®O MNOaIMEBBSlR0 MSHEN)ON @RYIAM] MlameaBglcd Ml
(™Mo aBBea]S)omIM Blaomigiens. allaflw caaleId]a ees.en)ell alo
6EEl89)MAIGIE3 BWo 2BADHHNINMB TVBLHOClHM MIURIWBIBUIL0 OB06MNE




SHFODIGNE. @RI H05)aN OEBLONTLNROBODNH0 HBUM MSals] il
@lemneHRa (aleri}dalMo 60)aldlWlalno @RFIaG) MlWTen)aN@IMm) & Fleom).
af)@3.aU5L.adloq (alHSNI@]HWIG3 VMG MTIHIV®)Eal0eLl @I
SHOW 2)MBNIFOD BB SHO}ME@3 MSalSld:806m MVAHHIB VIOl 2@, ag)l®
2MM®EIWoLRe M@ larllAmMAn@0®] MNIMLE|SOT @Y0)E;]LISEON|SIOAA
Mol @RRIRNOWVIS0M) CHOSOMILNMBIVD. TV(@1HO8WVW)o &)SlHO8W)0
TMoOHHIEH)IN TVBHHO00M) MANBBOHGAN GENIOWo Q0 [lEHOMD B $lerom).
WIE®§0alCWIW MVIWMEBE)eS ailel Ml alenM @G B0)alclwlaleo qud
09001M) & leomls)ens.

MVBHHIB OO MNJalMEEBEIOLl RIAUMBHIAHN)BS CGAUGMAIYAUTLNOBU3
al@laH HE1H0)M@IN) LOOTVAWO MQINIW]. dMIBAIBIaLHHOMEBBUB B)SHS
1%06)@ M@BH}M@ID AIHITVEICWONEBBUB (AIOWIM o M@Ss]. @RAVECLISI®
coalelvieno omo9lengla:wenas calmmo aldrtlafla)). GREoIMcanIcIvlsl
m$a20866 Mo caImMo MUUWaf) MBHIM@IM)o TVALEHOQ QI0oW.

TMOTLNOMATD (HATVAIWIMANe GaloellTs BEEMAN0 HR2lHa]S;OMAIIM
DD MASHIAIM HEIWIMMYENE. QUM TLOMICHIG: MSlafleno @rYlamlolancaals
@BGMN)Cal0W @RA.af)IN.af)Iy)0. Il.oRNW)o Meo NMSHNAUOMBS alELG]
@O Moglened: @o(@®ao @o¥lafailsiam). d@lom eMAIS)AmM VBMAIW
610l MSalSleud Va3 TLI1G:aGlen)MINE. RME1Y Galoallnd ag)an
$0$210J0S1@8 (IIBOD2J3QI0)IN TVBBHIBIOM (HATVAOWINOBIOG Galdl@d
0g MSOAISENHUB MSTTIEHOMON) @@,omw;,g, MVoCLIAIBIAINAE VoCRISM
B3 (Va2 jUIO)IMO).

). Wlag)el. MBE9HIAB ail.agymd.avl. aislw)ss mloamssud mldomlnalailo)
OMN®;103 DD MVAHHIG BRUBHOOOTIG3 AUM®ISA MWAM WIWANEMo af)S)
T HJEOM). B30) AUGHOHIMSBHIT LISHUODNGBa |00 WIQAUIBHUBHE H@OFIGI
MBI HF610m). RIG]-2® WSD]HOB BOMAMIHG MSMIFlHEI@AIaN)o
20113 A0 B0010R0W BOEMo MSTMIAUIM MS@TVAEHIBIM BF1WIaN)
e, af)elo coaleIdleno MBHHI3 MSHaISed:08 MSOmBV)o GRYIAGI0a0I®
20© VOEMAOW BOEMO DHENBAN TVEMBUDO RMEBBUTHE M@ AUOMB TVABHHIGIM
80) AUBH0HH:ME TVIWI2POHQAUIM® BREIMMBMIBAOM06M.

DE00e10s0ilad Ml-ldlad $0MEINW  M0QEBBIEM DMROV®. RIaIm
BH00}NS YOAUSAURRLMANO @RAIIGH® aldladdlenelo &100m5lwoW] Mmlne)
G0 BHWOW0)MN). HFlem ©).Wl.agen. B0eMEORNF qUYiSla] TVBQIaS
@IS0 Al IMETWIM)o alBla00020W] af)Lld &003 /@O B0eils:
210M B9800 )0 LoMIBAIBRUIA lE9IM)0 @RAIBH@ B alBla0@lEnoM)o HEle0m).
@SB MUIBAIBlaHHO6Mo, HalMBatm@, MVOalady@d 018 GRBVMI afamlal
msaflenemmalmss @I wacmlenacs). msm)TUEENIClang TVa00Wo
ml-wlg )S)®@8 2IRy@ISs] UOdAINEWIM)e RIAUMENIBEN0 al}GEINT]
BHOW)BB (VODEBBU MSCTINEMNRBM)6NE.

; i

ceanlet 2017 _




ol & mEmmamam,

REMEMBERING

PG

@)sﬂmgeuow BOLIHOMHN) O
2188 @p0lal AUGCMAIME0
16O ®16]201WOm Dald:@le)o.
@R @RGIAT QI0)odILI0 ag)EBOMWO
QUMHAM 2B 0)alos)EH0S)
BHOM)BS (VOREBBUBBE VDBl 0)
V)0 H21Qo. @OMEM &6 0
2100 MVDAOHDE DS af)UOBLHIM
all(W2EaSl®mR0WV] (alaIdOm2jQIO0
830daleomyo amqulenanomye (ool
SM@IDA (2 lTVHG). DD mlelw
#9906 afl 610alBail8s agam &ny)
emlaig WleHemowooello® &)s)®a3
oWl mmqqueloces)omggg (vom
68303 (alTVBMAOB)MND)0.

@0EGano 2lmajo) M0dEaUIqY
0% 210]0851010010)aN); MVoQIOBEER
8162180250 Hal0®)TVR)AO0ODWIG3
SHAREMIY (AITLNOMOEDIMBS VI
005 aldWlajlenomowiloyam); cel
QIMEBS)0 (aleNIMDEBSBI0 af) 93]
VO AUBCHRAIMES:0L! TVDJAOE O
)0 BRONOEI VSMENITMDEBOHSW)o
20@8 1Y -0eInlmlqy $»0Falalo
SIa3 @RAIMLOIEHIMOIV]O)aNY; all
= &a}emIqy Wlaxemowoelwow
©)aMIOAUAN) AlOWIEMUIUE @ROYIG3
@R AUYSOIDIOTNOM ag)elo B)6 63
8)o0 DUIHSHIVBIAMHAUAN) 21)0)HN0.

QAUSOO TVOWOEMAIW VIO
21046838103 MlanyaIM)  @RIVLOWO
QEMAY  AYBOIMIo  HOHHAUC] 2
ayemlosm ol = Aseo Vo
WOEMRAIW V002 IRYOAMT) 6IHIMD
al0@)M® afl ZWOS &)S)oenIC
O MIMICNHAV002105OOD @)
BBV} TLOTUODHIVDHOY
EBOVIOSEH CAUMBGalIHLIW)MZOW]
)M} ail & KRMla] &)S)o6nIcw]
M. EROMO0 TVIMITNIS MO0
M0a0 210} @BSIE3MIM AIsdmya
)MAIB a1012)2llS) B0 M58)UB
@PWY0nIBHEO0 GHICBE @PWYOal
BCOIOWONBHWIS:)BHWO6N) BRBE6O
2o al®lal. afl &l alomomle3 ol
S)OMOloypmMeslelo GenidoeNn!
pavadeavailc$ad  coocgelals
#90o aldleaj®slelo G@ImIswlod




Sl e

Coniimailgg m

phensmo ((0),alleMOo0) RO e @

a10@S] ag@dajla] BO®Y0 @WloeaIgoad
af) @ HF1ANGEAICEMO @RLD® HFlaNEM
sl ezoell 9O oAUIEITMETMINS §al
©)0. BRI alL10)06) 2100, af)MO@,
all =) D00 EOMIG3 QY@M ®MO
ofloym). aB@Bafla] @20£1621Q0MW
cAUEME Sl af)(@CTMOBROGEMO,
@R(MEOMI8ocMSs] @palles M3
HO)»  af)INO®Ll, a0la] @B Y
@9 MEANIFICaldW]  ag) ®CYWOO
&9l os@myo  @RAE1En0m
&F1WIGRI @O(MAUOO GalddOMIW]
©)M) all Hlw)6s (vodo.

all 2] Al(@0oNEODHE &HSMN)
QUMD al@®lAUGEMMo  alolajjald
MOWIOFOMMDLL. af)MI@T, al(@(al
QIG@MMo alClajjatoquoeilaiam
@RABEN)0 @R VOO NJOIQUOBOM
QIR &¥1al @) Cae LIV ol &
@RAE]a)). ail =] MO 00NCODES)
QUIM®) MVIaGI® §alUDIOODLIC}16 M
afla3enIeIcOmOS)B)SlOVoM)RLl. @R

Q0O (alUBODIEHHENEIAIMN Ga [0Ud
MOSMaldglomEn)0lajooro LIGIMEAGlHNOVHN)012 o0WORN0 al®®  Eurilas @0AIY0 @RAUNDLA0D &S]

®oglcWoRl  HIDHOBHN012OWORN0  TVICHDD:  HOAURMOIMIBHO ANEMS)@ afM@oRlo)milel, acla]
0WH9)012J0woRRo  aWOMENGlaflo  MVANR0®  @RCIRSBVIBOWV]  Gr poweEm @ROINT m)mw)&’mﬂ avl
afl & 200l GRM)OBMNBEM) TVOWIVEM VOO 2IOYEDI@MIMT) @AV D089} E af)IN®OVI0YIM) afl elw)
WoREM@OW  AlyE@I®Io ofl = 0)0INeS;TMNOWS;O®)  af)dD  aOOMW 55 @i, @O®)OBHIMRDOAD BB

AlOEOm ©). 30ld PoNOHDD (AINOCROIW QIMIM
all 2 96BUTHHIOD CoaILIGSEL Hod:0la] canleidglceldpaimslano  TIaSIMY M10)ale:@IEIS}AUNO aBQ)

@PEZaOOIHM 2)(BalTIVIO® CaldV®AE! GROMEORI0) UIEGIOVWENCla))  2)50M)0 GRAEE AOBEBSEIC8 @O0

Al0®YEMINUE @RAVIWIVEM Al DIORANLIO® 2HQIVJAIIDH DalcIIEHIM  FlevdmMo afl &b HFleo).

MO HALEMITVODICLISS AUSIDIGIm). @O®OBHNE afl 2] &(aldan
TUHOIMPOWNLL. af)INI@, B® O(a1aDTVBHO}0 @) AleUVHOD SN0
2J)o af)Ba]0¥0 MVoUd®o EGaldElHNIANIM &(alDaDTVERAI)PS H(aldanlAVHO
mlelvleelss @E3a0to 2WAMM).

S&Slel il Hes ®elo ofl &l 20(@eM®OVI0)IM) Mlal @RIMGa] HIVEBWBHHOELI0 @020
MOENAIBHAIH)EMI0P}0 @Ry Wlaides aogalal. all Hlee @RIZMOV BOQ0 3 (m:)m”l@cgm”ﬁlzmg TLOOMeAAT
00608 MABE MEaj0P)o af)flOSW)0 HIMOMIBANIEL. (AIRM® M0JelBMOD g™ M)l

a1088] alel AiyE@B:08 alel cpigaBRgled aymyTioeaalaltgled Mlewoull  ®MMOWAE aElajGa|oud ‘@aVEBU3
©9)0. af)MMOM, aB®) GAAILIVIGEISE MEWIUTlajoelo @R GAAILIMAS @RGEB  &6lajj0o’ af)IN MEIOGHEFINS B0)
©WQoAINO GaldW] Ale:0l ARHAEBH)E a)INT @PUWIB0GaIALS &FIWOCIEL AN @OMI0H] all 2 &:ay)




emlqy Mealn1oslad 902 mIan)H@:06ms
20)alS] alOEOID). aF@®00NTNIWO
eno ¥lailoag oemns Aleslod alam)
D@L} af) TN @OV}, B01a]
@RGEE3 AUBHIQAIND Caldd)d af)MN®I
o)) il Zloes oloml.

@@ INOBOOW  HALEMITY
HOTVRLITNIH )OS MIOWNZWV0)
amlg)enE ag)amio M@)HE). @R MlEWIG3
MOOMMBS QL@ afl = 60
SOMIO MLooMI@0B1M:al0 NIDELS,
ayeo© Rlaloewln &agemIay o10d
Sl N@BHIW TVLORIAUMEHHBS)OMOMI
@R®I@ ®1Q2J@oW)o il Hlw)es
(DGRLVAOWV alBH)MENE af)aN) &0
6MJ0. af)PIAM)0 (alTVoWAI)o TVoAID
3a)e200Es WWITS(@1W EIVOaH} eIl
OO CVEBUD0 RMEBBSICLIOH6
O]EHOMIBS @YW WEBBSIWIEN) all
=] H6MO. MVa0IMOBIOLI (aldlem
DHOB 2)OTD @YENIG (a3 1®@ Vo
BAUNDIHOBAUOD BHi®MIR0W BOQH
QY 3:08210]0S1@3 @RAIWLO2] @RAI
®@lajlee) M G368 @RIVIWIOEMAIW
0lla106Mm il 2] $05l0o. @R s,
QA0S aflalemnm aleilowoo) ail
BONOOT al0BS1EWISS)a{len)M GG
Qel© al®)AUa0lH0)&W)0 ald o).

alfl €1 @rolal ERAEL® quIamo
MOEANIHODIM) GAUNE] 20(@R0WV0)
anlel. @y @ROIAT MVEOETI@3 1)em
100V aldhAOMOM &)S1VWOWT)aN).
(OMOUDOLID (alTLOdMEHIM @RyW)MI
H20W M6lo EMSIHBNISITM@el)o
21812 @ Ail&HIVM  EHIBaIGOHHM®
@1 W) M@ Blon)M@ilanoe vl
-Wlg GaloeRId) MUNJalMo WILNIA
LOY Q0B M DILNORO B MINUB 6N
© @R®EM. all2amomailglanCmen)
0l2] QW2J01e0m) MVEANIEe)E>
20(®2L], @GRy (m%gm(omﬂsm@ o820
ml-adlglensswsano mames aon)
aO0OIGRISH) 6)HIENME)AUBB:dH)SIWO
Do) ail .

Ml@2aLEI MLV HMIVWE 3
el allattwEsud @palI®dlaless
MROMEIBOM a)MMIA) RODY D HO
gl a)GOINAM HEIDTVIaCI® | (aITND
OODNG (21O 2@ 008 GRGIOM
af)6BBOM RO 1WAIENIOAIND]
MBS GaNIBMEIHUE MEANIFYQla)).
®al0)MI0Nd CORIMOM BRGNS
QOO BYayOMREM. al(@IWlalo0w]
0)MEAJOUd al(@OOD af)eBBAM O)alal
02001 MAlHHG1H000A0N )0 DBBSHE
om0l (ooLosg"lm)o.lmSoe@mmoamcmgo
061 2])0B:0S)O1). HOQULEMIMT ]

MV0aOIMYPONDD) (VORL Cd(B1d>0lay
Gajoud @R coalrIvlTinals qLVAOM
OSSO 30) HYO] Oaila)d@3
Bl <T1>00<T1‘>'c9;o<a1cﬁ,(oomgg°l®)o 6
00002 lT® LISOMITE amyad
VoMV 000 af)6BBOMOWINIHWIEN
2®O® MR VoM B0V AN D)
o) aquadidla)). agQaneaos)ailad
(aIlen1edla] ‘@e®] m)Qionaad snd
MIm- OloOMALAMBM 803 Oleeaial
2flavo’ af)am &I @®ean @R@IM)
30a0®6Mo.

2693@MM @ayemlqy afloyen
2100 MVDOOMITI AISGIN)BHWIW
Gajoud &HaemIqy alodslo®)o GO
o} £lTVHOMW)o OBHIBHIM)BS Gald
00500V (BB 01a)) ail &. a0lm3)
adO1R® andrlnODilO ©)ain0de]
2] aflsln)0)e6)weaoud a@MloGalsH
OWOS Galo0IBIWoT M) ail .

Ml 62 o2 RO ag)o ¢NIQN3M
Ae0W8s0Id amneUlRIale:e8 &0y)
M1 aN0)RL e 9916 WS ) H6 0 M
alem1ea]5)eH0nEl0)an  2LISOmI©3
YOI MVa0M0W] QI0368BU3 Mo
2laemMm @RIN0HW MHSM)aldH
o0afla)) WIBOW ail . GMI0Eal0
M), (1Wooatl, §SO1 DUTludsem s
@ElWAIN}HSHWINEE 2l GHOB
OWIGLISE 006N AIOYM @3 2)IG3
M) (1B ®) il o).

@ MBI HAYEDITYIBHIOM)0
®®Q)alQ0. DOMAMOW HAYEMITY
O™ @10)03 ald@Sled9ajo M@
#9)0. ANV TMILN0 RODYH B0
Sl ®ayemlguoe ofl =l @eoom
o0 o®dloagwe ®loyemeiloadw)o
2p150 ofl ZlW)es alodslenimvomleln
NBOW1S)6NE. af)MMOTI, @ROMO0 LIS
6ma103 ail & a103slewos ailsalo
600 af) WIBalBHOD)CI0)OAMT) 2l
eI ). aflel 20WYR6EBUE @@
@R)aoIoMo ealT®). aQ) 2fleld alcl
a0MVla)). af)aNOMB, DOMAMOIV &HAY)
mﬂg};oaﬁ ©®9OMA) OB (al6rlyd
afleg)oailwo al0dslwoem  wolow
a) alOGImOBHIME alodS1Oeena]o
Mo all &) nowymeBud “@ean”’

@RYEGLINAHIBHNS af)M) HO)O)]
@PAIO}HS ®IBOTIN) OB HVE)
afl € Pa1ITO®.

@R2IERILINIW  (al®IWUDITV(®
HOTMNO0I)0 DWAIN TVOCLISMOGENID
WAaljo MSHIOM ald@Slen0)o alauvl
RMEEBEBIS)BS (alG1NIFMV)0 O8S



(OLAEMOID] ADEDB e

W, 2epae

B00U3GHH NOWIN@BBIOS @YELINAUAWBIMEBEIT3 amqyls
OO @O0 TVMAREBE]RI0 ald@S1WIT 902 J)MI@ILHOM
S$l). ail Hlow 8082109)eMI0UE BREZOOMING WlaHemMoal
Q@OW TLORIAUMBUBOHBHNIajo MOAN aldBSIWIEMN MEMEHIUD
aleR®)o V@IV AN @REFAOCIONG g HPOLIOAM W0 GENIO
Wwyao M0 AMAILIECHNETRO)6NE.

ofl & 00y 1VEM®IQWI0N]. HOMVRLIT]B>MOWVBIAM).
MN0)aldhMIV0)MM). 2l1aDESHMOWV]0)IN). (alBdaHHMOWI0)aM).
NBAUHBMOIWI0)aN). MHATVED TVIRIE]HMIWV]0YAN). al(@D
WlaleoWlo)an). MEEBOM AlI®)A0WI0)aN). HOMINGB MINU3
@RGRAODNIMY M@3E)ON AIlGUDaHMEBBU3. af)aNOM3, afl & aul
o MBIV QilardaHeMo &HayeTITY afM@OV0)aM). @R
afleuoaHeM TN MOOPEY 26Qam)o afl HlenMOVI0)IM)SS,).

all 2l)es M2EMUTE9)88 92ROV @Yo REI
aamoeM?  ABNIVMWOS WEGND®:W  @RWIMEa|S;CMIM
(002186} MDAH LMW VoM BHOVHTD AMMIOCAISHRIW] GRO ]
a{1692]5)09) 8. oS MIMODHG @RSITLNOMM@IEBWS LIFMR0
O ROEBUWBSEE aldBIMN)OBH0SIENMMN (al(B1Q @SBIN)HS06NE)
GaldoQl)d. MoAIBOTHM GRINOTdH WEGOR|S)OD] &)S;OGD
2maileoneasglcrlds oM (@1 (zcmoqaacgeﬂm(moﬂsm@ momag”l
QODOIEBUB ) THIBHOMBS (VVDEBBUBBE B> 0)CON D). DY)
MM (aITLOOMETDEN)012])BS H@FIBLIVEM B0 BRHQIM
BN MAUMERW)20W] afl =l msomWlo)an MoaI36EBY3
®)S)M@3 DYEMIOFIOB:IMZGaldAH. RIG RIGMDHSGEl
@6 MVD}0OOD TBlaf}OEH06MB)GAI0BHIM @1(QI UM MSEHNAM
SHORINEMI®. WMRBRILMOHIOG HSAN)QI0ANGE Ed(HUODTH
al020WlE:000GaI0EN0 @RAIG:SOA|SIAN H0LIAMIDV. DM
OBO0)B0LITN ofl HOWEA|IEN8]0I0}OS TVAOEM®)o @RAIQ
2)6MIS)Ala) 2SS0 al)EOINAMUDEM|BHUBHE) B)EGMNIOG) )
@HOOMBB H0)OB1OF GAVIDAVOW] @PM)EAIOa|S)o.

= ~ ::
ceanlet 20117“'

[ ]




(al@20QIRMA

alow)anm ealay ansesleciamoanea-
aNOIW)AHMAD) GaldoUS]; BaM)GR
Al0@IAIOMA)®60® Oflaslsyam)
al0W)AI008 QI aldalo AMYI®O!

@RBHOD MIIM) @BV EN)IN@HENZ00)
&S, RIONIO3 QAIAN)@O)0 @0HCS
6010)0106R0 B8aH, WAMNEBS]-
gjaileile) @oalo; wWIMIcR®)c!

@R QIIM) MOV G)HEN00)
WOM, BOB(BA00 BGACLITVOALIDD® G,
DSINPHNEA BlaH; TVIOEBS]-
210I01@3 Ay eNRMEBUS; alladea®)cn!

@ROIWAIOHMAD) AOGWNO alOWYAID-
MOY®) HOLNRAAMMOBBOCIHHI0Y63BUI
@RC1WAOMaD) 208Wo, alocomlg)-
20101008 &Sl 1SOT BH00 10!

al0OW)A00)6NB) BHSENAOBHIUAN0
al2lnflWEMIG3 aleI®)OHnMIB;1eNo
@ROIU@ILIONM BoaH, ADMEBBE]3
30S10 CH0alGRI, MIEMaOQUOBIVAILBAI?

11




TECHNOLOGY |

DEMONETISATION
AND CASHLESS
ECONOMY IN
INDIA

V.Nagarajan Naidu

500 & 1000 NOTES
NOT ACCEPTED
HERE

=,

Among the various objectives
of demonetization of old Rs
S00 and Rs 1000/- in the
recent past, the transformation
of economy towards a cashless
economy is an important one.
One of the great economic
inventions which facilitates the
material progress of mankind 1s
the invention of money. Money
is anything which serves as a
store of value, unit of account
and medium of exchange. With-
out money it is impossible to
think about any type of transac-
tion in the society. However, the
concept, physical form and
nature of money got transfor-
mation over the time. It has
transformed from metallic to
papcr I]]l)l]l?}’ or CLII'I'L‘I]L‘}-‘ Lo
bank money to electronic or
plastic money and finally to
cryptographic ~ money. The
modern feature of payment
mechanism s for reducing the
volume of physical cash for
transaction and resorting to
other modes such as plastic
money (such as credit and debit
cards), online transactions,
point of sales (POS) transac-
tions, e-wallet application (such
as PayTM, SBI Buddy etc). This
trend is generally termed as
transformation towards digital

economy or less cash economy.

ONE OF THE GREAT
ECONOMIC INVENTIONS
WHICH FACILITATES THE
MATERIAL PROGRESS OF
MANKIND IS THE
INVENTION OF MONEY.



WHY WE NEED LESS CASH
OR DIGITAL TRANSACTION?

The following are some of the arguments for less
cash transaction. (1)) The cash transaction particu-

larly in higher denomination leads to corruption,

black markcting, terrorism ﬁmding and other
nefarious and illicit practices in the society. As per
the World Corruption Perception Index, corrup- THE MOVE TOWARDS MORE
tion in Sweden is very low, where 89 percent of DIGITIZATION OF TRANSACTION IS
transaction is without any cash payment. (2) The

e e ) THE NEED OF THE HOUR. INDIA
paper currency is a zero interest bearing assets and
holding too much of money leads to loss of HAS GLOBALLY ONE OF THE
income via interest receipts (3) excessive cash as a HIGHEST LEVELS OF CURRENCIES
medium of exchange is favoured by the under- IN CIRCULATION AT OVER 12
ground economy (4) in digital transaction, it is PERCENT OF GDP

easy to detect the economic transaction. (5) digital
transaction reduces the transaction cost of carry-

ing and doing business and so it is a convenient Rs 4500 billion. Our country has untapped
mode of payment (6) with proper cyber security, potential environment for digital payment mecha-
digital transaction or cash less transaction reduces nism. Today only 10-15 percent of people have
the risk of carrying cash (7) it reduces the printing ever used any type of digital transactions in India,
cost of RBI. In 2015-16 alone, RBI spent Rs 27 while it was 40 percent in Brazil and China. India’s
billion for printing currency (8) it reduces the currency to GDP ratio is 12 percent higher than
crime rate. Many anti social and illegal activities many other countries. It is 3.8 percent in Brazil,
like drug trafficking, prostitution, financing of 5.6 percent in South Korea and 1.7 percent in
terrorism and money laundering are carried out Sweden. Only half of the Indian population had a
only in cash (9) it is good for banking sector. It digital card. Compared to this, in Sweden, the
increase the resources for savings and investment average number of cards per person was 2.5, in
of banks (10) it increases the transparency in South Korea it was 5.5, in Brazil 4.1 and in China
monitoring transaction by which tax evasion can it 1s 4. India has the lowest number of Point of
be plugged which leads to more revenue collection Sales (POS) mechanism. In India, only 17 percent
to government (II) the efficiency of various of adults had smart phones in 2016 compared to
welfare programmes of govt can be improved by 88 percent in South Korea and 26 percent in
plugging the leakages. In 2009, the Planning Kenya. In India only 26 percent were using
Commussion estimated that only 27 percent of internet in 2015 as compared to 59.08 percent in
Public Distribution System (PDS) expenditure Brazil, SO percent in China and around 90 percent
reached the targeted low income groups. in South Korea and Sweden. Over 93 percent of

rural people have not done any digital transactions.
The move towards more digitization of transac- Only 18 percent of all ATM:s are deployed in rural
tion is the need of the hour. India has globally one India. Seventy five percent of transactions in India
of the highest levels of currencies in circulation at were cash based while in developed countries like
over 12 percent of GDP. The World Bank 1n July, the US, Japan, France, Germany etc it was around
2010 estimated the size of the shadow economy 20-25 percent. These indicate the scope for
for India at 23.2 percent of the GDP and strengthening the base of untapped non-cash user
unaccounted cash in the economy was the tune of market.
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DIGITAL PAYMENT
ECOSYSTEM

IN INDIA

Digital payments comprisespament
transactions carried out using a
variety of electronic modes such as
cards, mobile or internet based set
ups, to send and receive money. The
ecosystem  consists  of  buyer
(customer), seller (merchant,service
provider) and Payment Service
Provider (PSP) that enables transfer
of money from buyer to seller for
the prn)duct/ service availed. The
strength-:ning of digital transaction
ecosystem has the following advan-
tages.

(1) COVERAGE - by enabling wider
access to a variety of electronic

]J ayment services

(2) CONVENIENCE - b)_' cn]mncing
user ex pcrr'cncc t]n‘ough case of use

and of products and processes

(3) CONFIDENCE - b}-' pmmoting
integrity of systems, security of
operations and customer protection
(4) CONVERGENCE - b}-' cn:suring
intcmpcrability across service
providers

(§) COST - by making services cost

effective for users as well as service

providers

In India, a large number of initiatives are undertaken b}-‘ the
Govt of India to strengthen the system of digital payment
and a move towards less cash economy. The Digital India
programme is a flagship programme of the Government of
India with a vision to transform India into a digitally
empowered society and knowledge economy. “Iaceless,
Paperlcss, Cashless” s one of pmﬂ’sscd role of L)igital
India. As part of promoting cashless transactions and
converting India into less-cash society, various modes of
digiral payments are available. The ﬂ)ﬂuwing are the impor-

tant among them (Ref: (_‘.ashlessi11c|ia.gn)\‘t.m)

BANKING CARDS ( DEBIT
CREDIT CASH TRAVEL | OTHERS)

Banking cards offer consumers more
security, convenience, and control than any
other payment method. The wide variety of
cards available — including credit, debit and
prepaid — offers enormous ﬂcxibilit}-', as
well. These cards provide 2 factor authenti-
cations for secure payments e.g secure PIN
and OTP. RuPay, Visa, MasterCard are
some of the cxamplc of card payment
systems. Payment cards give people the
power to purchase items in stores, on the
Internet, thmugh mail-order catalogues and
over the telephone. They save both custom-
ers and merchants’ time and money, and

thus enable them for ease of transaction.



UNSTRUCTURED
SUPPLEMENTARY
SERVICE DATA (USSD)

The innovative payment service
*90# works on Unstructured
Supplementary Service Data
(USSD) channel. This service allows
mobile banking transactions using
basic feature mobile phonc, there 1s
no need to have mobile internet data
facilir}' for using  USSD based
mobile banking. It 1s envisioned to
pm\'idc financial d-:-:pening and
mclusion of underbanked society in

the mainstream banking SErvices.

*00# service has been launched to
take the banking services to every
common man across the country.
Banking customers can avail this
Service b_\’ dialling 00, a
“Common number across all
Telecom Service Providers (TSPs)”
on their mobile phone and transact
through an  interactive  menu
displa_\’cd on the mobile screen. Key
services offered under *99# service
include, interbank account to
account fund transfer, balance
-:mluir}', mini statement besides host
of other services. *99# service is
currently offered by SI leading
banks & all GSM service providers
and can be accessed i 12 different
languages including Hindi & English
as on 30.11.2016 (Source: NPCI).
“09# service is a unique interoper-
able direct to consumer service that
brings together the diverse ecosystem
partners such as Banks & TSPs

(Telecom Service Providers).

LIFIp)ass

UNIFIED PAYMENTS INTERFACE

AADHAAR ENABLED
PAYMENT SYSTEM
(AEPS)

AEPS is a bank led model which
allows online interoperable financial
transaction at PoS (Point of Sale /
Micro ATM) through the Business
Correspondent ::B(_::I/ Bank Mitra
of any bank using the Aadhaar

authentication.

UNIFIED PAYMENTS

INTERFACE (UPI)

Unified Payments Interface (UPI) is
a system that powers multiple bank
accounts nto a single mobile appli—
cation (of any participating bank),
merging several banking features,
seamless fund routing & merchant
payments mto one hood. It also
caters to the “Peer to Peer” collect
request which can be scheduled and
paid as per requirement and conve-
nience. Each Bank provides its own
UPI App for Android, Windows
and iOS mobile platform(s).

MOBILE WALLETS

A mobile wallet is a way to carry
cash in digital format. You can link
your credit card or debit card

information in mobile device to

mobile wallet application or you can
transfer money online to mobile
wallet. Instead of using  your
[)IJ}‘sical plastic card to make
purchases, you can pay with your

.\;nmrtphonc. t:lb](_‘t. Or smart watch.

An individual's account is required
to be linked to the digital wallet to
load money in it. Most banks have
their e-wallets and some private
companies.

e.g. PAYTM. FREECHARGE.
MOBIKWIK, OXIGEN. MRUPPEE.
AIRTEL MONEY. JIO MONEY. SBI
BUDDY. ITZ CASH. CITRUS PAY.
VODAFONE M-PESA. AXIS BANK
LIME. ICICI POCKETS. SPEEDPAY ectc.

A point of sale (PoS) is the place
where sales are made. On a macro
level, a PoS may be a mall, a market
or a city. On a micro level, retailers
consider a PoS to be the area where
a customer completes a transaction,
such as a checkout counter. It is also
known as a point of purchase. The
important forms of PoS are (a)
I’IJ}‘sical PoS ::bj Mobile PoS (c)
Virtual PoS

“ceanlet 2017 NS
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INT

ERNET

BANKING
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Internet banking, also
known as online banking,
e-banking or  virtual
banking, is an electronic
payment S}'S1{‘lll that
enables customers of a
bank or other financial
institution to conduct a
range of financial trans-
actions  through  the
financial institution's
website. The different
types of online financial

transactions are:

NATIONAL ELECTRONIC

FUND TRANSFER (NEFT)

National  Electronic  Funds  Transfer
(NEFT) is a nation-wide payment system
facilitating one-to-one funds transfer. Under
this Scheme, individuals, firms and corpo-
rates can electronically transfer funds from
any bank branch to any individual, firm or
corporate having an account with any other
bank branch in the country participating in
the Scheme. Individuals, firms or corporates
maintaining accounts with a bank branch can
transfer funds using NEFT. Even such
individuals who do not have a bank account
(walk-in customers) can also depoﬁil cash at
the NEFT-enabled branches with instruc
tions to transfer funds using NEFT. How-
ever, such cash remittances will be restricted
to a maximum of Rs.50,000/- per transac-
tion. NEIT, thus, facilitates originators or
remitters to initiate funds transfer transac-
tions even without having a bank account.
Prcsr:nr]y, NEFT operates in |10l1r]}-‘ batches -
there are twelve settlements from 8 am to 7
pm on week days (Monday through Friday)
and six settlements from 8 am to I pm on

Saturdays.

REAL TIME GROSS

SETTLEMENT (RTGS)

National  Electronic  Funds  Transfer
(NEFT) is a nation-wide payment system
facilitating one-to-one funds transfer. Under
this Scheme, individuals, firms and corpo-
rates can electronically transfer funds from
any bank branch to any individual, firm or
corporate having an account with any other
bank branch in the country participating in
the Scheme. Individuals, firms or corporates
maintaining accounts with a bank branch can
transfer funds using NEFT. Even such
individuals who do not have a bank account
(walk-in customers) can also s‘If‘pO.‘}{I cash at
the NEFT-enabled branches with instruc-
tions to transfer funds using NEFT. How-
ever, such cash remittances will be restricted
Rs.50,000/-  per

maximum  of

o a

tion. NEFT, thus, facilitates originators or

remitters to initiate funds transfer transac-
tions even without having a bank account.
Presently, NEFT operates in hourly batches -
there are twelve settlements from 8 am to 7
pm on week L']i!)"!\' .iJ\"IUIlL']i!‘\" r}n'uugh l“rid;])-‘]
and six settlements from 8 am to I pm on

Saturdays.

ELECTRONIC CLEARING

SYSTEM (ECS)

ECS is an alternative method for effecting
payment transactions in respect of the
1IIili[}'—l)ill—l);l_\’I])(’Ills such as telephone bills,
electricity  bills, insurance premia, card
payments and loan repayments, etc., which
would obviate the need for issuing and
handling paper instruments and thereby
facilitate improved customer service by banks
/ companies / corporations / government
departments, etc., collecting / receiving the

PE]\-‘II](’I]FS.

IMMEDIATE PAYMENT

SERVICE (IMPS)

IMPS offers an instant, 24X7, interbank
electronic fund transfer service through
mobile p]mm.\;. IMPS is an vmp]mic tool to
transfer money instantly within banks across
India through mobile, internet and ATM
which is not only safe but also economical
both in financial and non-financial perspec-

tives.

MOBILE BANKING

Mobile banking is a service provided by a

bank or other financial institution that
allows its customers to conduct different
types of financial transactions remotely
using a mobile device such as a mobile phone
or tablet. It uses software, usually called an
app, provided by the banks or financial
institution for the purpose. Each Bank
provides its own mobile banking App for
Windows and iOS

platform(s).

Android, mobile



CONSTRAINTS FOR DIGITIZATION
OF PAYMENT

Micro ATM meant to be a

device that is used by a million

Business Correspondents (BC)

to deliver basic banking . . o .
: = - : While the macro factors clearly indicate favour-
services. The platform will ) PR 2 e
o = _ able environment for digital payments, which is

enable Business Correspon lso bei Iy I ! h bei L
4150 Demgsupported by the approacn pern dAKEn

dents (who could be a local also bemgsupported by t Approac emg ta t_
. . by regulator, however, several challenges remain

kirana shop owner and will act ; L}- - bavi e .

i - p ", 10Ugn f“‘ 1AVINY ¢ Aalrl 1¢ SL: whnere country
as ‘micro ATM') to conduct though for having attain the state where country

truly becomes digital. KPMG.com/in made a

instant transactions.

detailed study on digital payment and ass
The micro platform will enable cyber security in .t}ll’il‘ report L’nrirh’d' ‘Digital
function through low cost payments- analyzing cyber landscape’. In the
devices (micro ATMs) that will ﬁ_}]]uwing pa !gmphs the important ﬁnding as
be com;cc il ban/ks oSS given in the Report are summarized.
the country. This would enable
a person to i]lﬁ[;l]l[]}' d(‘}\mh or
withdraw funds t'\‘g;lt'd]rss of
the bank associated with a
particular BC. This device will
be based on a mobile phone
connection and would be made
available at every BC. Custom-
ers would just have to get their
idt‘nl‘il’)‘ authenticated and
withdraw or put money Into
their bank accounts. This
money will come from the cash
drawer of the BC. Lssentially,
s ol ame as bemk Eme dhe THE IMPORTANT CHALLENGES FOR CONVERTING THE

customers and all they need to COUNTRY TRULY BECOME DIGITAL ARE:

do is verify the authenticity of ) Feature phones continue to be widely used in
customer  using customers rural India, which make it a tad dif>cult — not
UID. The basic transaction impossible to transact,

types, to be supported by micro (b) Patchy digital connect in parts of India.
ATM, are Deposit, With ( stance and change in mind set.

drawal, Fund transfer and ( ack of awareness and

BRIRI]CL‘ enquiry.
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CYBERSECURITY
RISK

18

Proliferation of digital
channels  along  with
increased data  access
covering  the  remote
locations in India, has led
to  signizcantly  high
number of users having
internet access. While this
has led to multiple
customers to use digital
channels, however, at the
same time it has also led
to increased cyber-risk
exposure. These could be
attributed to:

DIGITAL PAYMENT
ECOSYSTEM IS
EVOLVING AT A
RAPID PACE AS

INDIA IS
EMBRACING
DIGITAL AND

TECHNOLOGICAL

ADVANCEMENTS.

& ceanlet 2017

“ SECURITY MEASURES ON

END USER DEVICES.

Users today are accessing digital channels through multiple devices,

particularly mobile p]mnc:&. The important issues connected to this are:

1. INADEQUATE SECURITY MEASURES ON DEVICES

Smart phones with internet access are exposed similar to traditional
C()I’nputcl'.‘i FI'UITI SCCLII'it}’ ]nCI‘.'i]nCCth’L‘, ]'IO\-\-'L‘\'L‘I', t]‘](_‘.‘;l_‘ dl.‘\’]‘c(.‘.‘i are ]1()]']11311}’ not
secured through various security tools — such as antivirus, anti-phishing,
anti-malware, etc. This exposes the users to cyber security risks. All our survey
respondents uniformly cited security of end poinls/deviccs used for digital

pa\_-‘mcnts as a lllﬂj()f concern.

2. CRACKED APPLICATIONS INSTALLED ON DEVICES

Users have multiple applications mstalled on their mobile phones, which also
includes the ‘cracked” applications that may have access to information across
the device. These applications potentially access ?nancially sensitive
information and pass on to attackers. The usage of One Time Password
(OTP) 1s considered as a secure mechanism, however, information such as
OTP can be accessed by malicious applications installed on mobile phones,

‘\’I'liCI'l I'lEl\’L‘ access to lI.‘i(_‘l‘r.‘i messages or CaH.‘i.

3. VULNERABLEIUNPATCHED OPERATING SYSTEMS

Users have multiple applications mstalled on their mobile phones, which also
includes the ‘cracked” applications that may have access to information across
the device. These applications potentially access ?nancially sensitive
information and pass on to attackers. The usage of One Time Password
(OTP) 1s considered as a secure mechanism, however, information such as
OTP can be accessed by malicious applications installed on mobile phones,

‘\’I'liCI'l I'lEl\’L‘ access to lI.‘i(_‘l‘r.‘i messages or CaH.‘i.
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n SECURITY BY DESIGN FOR
DIGITAL PAYMENT PRODUCTS

The demand for accessing digital payment channels has increased significantly
post the demonetisation drive in the country. While this provided an opportu-
nity to service p]'n\'idcrh‘, the demand of solutions led to dc:&ign and launch of
multiple products during short period, which may lead to security controls

not being designed comprehensively.

LARGE ECOSYSTEM WITH MULTIPLE VARIABLES
Availability of strong cashless ecosystem is essential for enhanced adoption of
digital payments. Digital payment ecosystem is evolving at a rapid pace as
India is embracing digital and technological advancements. The value chain of
entire ecosystem is large and growing, which exposes it to cybersecurity risks.

The key variables include:

(1) DATA INTERFACES ACROSS THE PRODUCTS: Products are :'L‘qui:'cd to

have multiple interfaces with other scr‘\‘{ccs/zapp]icarinm and most of the

products have multiple Application Program Interface (APls) for this

purpose. There is high possibility that these APIs may be exposed to untested/

untrusted interfaces, which may lead to compromise of security measures

(I1) THIRD PARTY SERVICE PROVIDERS: There is lot of information &
exchange that happens with third parties, and overall security levels are based N
on the weakest link in the chain, Recent incidents related to debit card security

compromise were attributed to security attack on third party service provider.

(111} LACK OF PERIMETER: The ecosystem being large with multiple data .
interfaces, devices and systems, has led to unde’ned perimeter for the

causes its own challenges.

environment. Enforcing i'ldt‘ql.llllt‘ security controls in such an environment 8

n USER AWARENESS =
e
The demand for accessing digital payment channels has increased significantly g 9 El
post the demonetisation drive in the country. While this prm'idcd an opportu-
nity to service providers, the demand of solutions led to design and launch of
multiple products during short period, which may lead to security controls

not being designed comprehensively.

The changing nature of cybersecurity attacks such as web rity frameworks (¢) Identify 'crown jewels’ and protect

application attack, ransomware, reconnaissance, DDoS them (d) Establish adequate measures for protection from

attack clearly establish cyber-risk as new reality and also third party ri (e) Evaluate the changing threat

positions it as one of the top business risks tnda}-'.(_ .ountry
has adopted digital payment channels with signi’cant
increase in volume ( and \-'aluc:J of transactions, however,
any signi’cant security incident can have adverse impact on
the usage of this channel. It 1s imperative to have struc-
tured approach to security. Security strategy and gover-
nance, should be such a way that ecurity strategy and

governance (b) Design and implement robust cybersecu-

]andscape and a]ign risk treatment stratcgics ( F ) Empnwcr

the users through enhanced security awareness. Also for
security defence and transformation (a) Establish robust
measures for establishing user identity and authentication

for transactions ) Establish advanced authentication
measures, such as risk based/adaptive authentication and
(¢) deploy adequate technical and security measures to

deply with "cyber warfare’
-



0(aldel. WDlIOD,
all af)o BIAMQI

@RW)MIH  DAVIMW  WITI (D6 O)OS

0ll:6200) al0OMIOIOTIOLI BO) BRI o/

6M  6)(laNMV@ WU0ald@. WUaloeilead

QOEMEOMIONS @Y MLl aldOMIO ODIeL]

30) PV} BaldANHHWOE.

30GMOBA (Vo3

20

émémwﬁ\mmua MUMN@EINAIWVW]o > 2]AISAUTSHOEMOMIM) Allew
20&) MM MM aleRfld mdaal cEnAS@IYlor), aBH0ENO0
@ROIN afO0 DEGUDY LIGHLEBESS §alo0)0Mea|SI0IM B0RIC Bld:a|®)o
QY@L ®R0V]0)IMN @RV GLalO(WOR)EHUB B)OBRRUMIGE MOE(AIGHEMO 6l
D@0} USRI Hlaldan. ®UWaloelead “Turning Point” agam wwomi(@
aflB10B LMo LIGHLA0SHOSNIMEIBS al0laloS] AUMOBEIO)M®). 110 n
B@6MoS mmcmrﬂﬂlgl(mm) D MM MGl oo Rmiallonow]
@)amy. avlawlgleag WIS (@ oe:'otmwoe:mmﬂsmﬁ (alGaldBMo M @@aaaﬂmw
(rn1(a1u95)6mo cogled @(®eBUd @pa mlelailensneo@loyanlel “Turning
Point” 9@ mo_ﬂwnnﬂﬂ@.ﬂ,@mamrm @misel aLoJDnJ:(mrﬂ tmuamoaﬂsm@ [l
le®IRoMLEEBS)HS WO (@@ allvdBTE:EeMEEBRSEM. (AIMIG® Gald(WJ0
WOMI(MODIHN HHAUANWIAOBIN LEMOMEDRILINHNS MANIAB GnIBHUNHOD
21012108 |S)OM] Bajo MO WOV (@AODHG MIBlBHM-al0lBeM O
8103 (AICHUD0)OS BHDDH2IMEOMH:W)o HalT®). WADY 6N af)QAI)0
2ldha] WROAV(@® AVOCAIBHMOIWIDYIM) H(aldaldV@ WUDaIImS. @RM)E6M]]
V2O BOMYH! WOAU® 2fla® AlKITVEBRSIHS V) 2|VROLIM)o @D
MOIMONIW MIQEBUWBHEs AleWOAINIMMABS MVEElL |ODINMG @RHWID
Om1eI06m @REG.OOmIRa] alltnr1e:06meBud MleI)0aflafloym®. EDCe:
WOMS(MEEMOMAN MILIVILNSS @REZOCMIN HOTVELITH]BHAO (A IOEWD
D020 @ROINNGS)HS TVMNIS] H(a10a0TVE WWaIelead Galdapeld




0 {alda0. WUBII@D
Jo BIDMAI, _
)& GAIOMD

nIcWOsEIaVIG ag)am Mlel

©lod HOTRAI MVIEB:M]S: il M HOqRI®WBee AlFlal M@ A METDD)o Galdeel @RAN)o
BW6S CS-:G::O(S(BLQJ(:)JJ QI03E6) 9selailauad @)S)oen MBAYGHOS MHINDIEM @REIN6 1100120y ®.
DN GIREE CoHIBBJ0 2I0M@ 21Ba)dB)o HOHWSSHWIBlEN)MN avE

OEMOMIOM 1O @PGE3a00 WSOl B80) WOTS® aldlalds] afO0 RM(aflwaow], allRwaon0w

o MSOMIOSNMN)CaldD]0)IM) «f)MD B00E)D. B0) aldBHH OIS
©@30am “ﬂe'niosgoeﬁé%m ®BISo 201899a|S® B)ERGLMIGE “EI@IWEMo” “@n0EI0Mmo” ag)an]
(TUf]cB:(ﬂﬂ%(G‘)J al)006m MIGIDENGBIOS MG (Al EOmINSWIVIEEHEMo. MAnLW)

6S 23S ROVEWVHOM MO MGl MIBCMOM @@IM) B $laom)
af)m Me2ud oflanis aMQUILINBS]. MIAO)RM MOWIROHILNHSVOE 3
01 EENIIWOHIGRIS ~l)NOYMNIM TVIOTVBHIBIHMOW GHSODHBHINE)
QIMN®). @RAN (I0GWEM 6NUBE3 AOWLA TVOMVMIVNTMEN02 8B 213
2| HOBONHH @02SIN0WAOMI3 B®Y6EE] WIAM). H(aIdanMVB WUHAIIGI
MEBOMWBS al)MOIMOOM MLILERB)NS »HSaN) AEANEMISio alsSel
slwoem @O WIMI(® (AIQIGEMMo BIEANISIOBNIENE) CaldWIOIMN).
@O Ofleld:)060m GREIIIWo MSOMIM @RWIo)aVIe). ERWIBGI0OMIG3
00169)MAIHO MEMMIaHla{l8n0V10)IMIEL. VOTIDEHDM af)a» M1eIv)
HNB8 3Vall®@odan MoIMOmInng e0®IBCm MMM HHIN=)B5
DSHaISLNSHB0WI0)M). GRMLONWIITY (alald0EBOBW)e ~IDEIEMIH
0O (Mo METROMONTMDYo BRI allossloel B)wis mpevloV®)o
o) @B M®Ie3 MMilod @O WOVIB)IM) B IdanMVEG WUIaI@3. afl
52001$ 2102100 MLInI0S)HUWBHEHIMNE) @REGa00 MMM 2la»W)es
220M1V® WAODIaflSla).

@YWMIE: DML VOTY(MEEMOIOS A6 2jo0) aldOMIOOBIOEL
B0) ca)q;'ﬂco;aenﬁ AAl0aNTU@ WUDaIDDI. cmm?nmajmn;a DOEMEOMINS @)
ML) al0OMIOIODIOE! B0) GHEMIVY) GaldQ)BWIEM).

aTeNEIclTomIeg, 20malle:m)es, WOl 2laHwIes HOWw
aHeMd WORWIEM®. EGn0IA] RIR, Ba0ILICMICINY, af)ay af)(d LIAD,
3062033 WAMMM O@®OMOMIl agMlEBOMB8 Worlomod HmS]ay
ald®V]eNHSWIM §(a10a0aV@ Ualdeljo ®HF VDOV WI(MSHUB
@SBIM®. @Y OOWaHEMIS WIEWIT MIIN) GO (alGaldBMo U3
HBHIENZ) 2HQO0) PIN@MIW YVOAV(MLHMMIEM alja¥ial af)o. BOBWAL
GRUWIVMW)HS (AIGPLIDAHEMEBUE OlotdT® qLIBINIAIALE]B6)E&W)o O
21HDMIOS)o ERIVAOlHIMMYIOS @RADOIGHo QIL0aldn)d:W)o Ml
VMBAROMIG3 (aIG]L26MENIRLOIW af) V)0 HIBHN)0 2l0DGH6)HRa o
OMIE9 LIEla] aICDR)HM A0} @REGaN0 DSOS IMTIE:) @ W)EN20W.
@REZa00 UI1H0)2)) UMMM MIRININS)HB)HS ®)SB2]@oem o®. snulad
MEEOWMOMINL! @OTVoSUTWo AUBGAHEBUISS DEMI @REGa00 HaldD)

21




T2 OODIM) MMIDS BR@Olaflafl5)NE. @e®)o HAI0Y0 By)Slel
(aana‘d'ts“lwmk)ag EONMIREMAT) DOBBD AlOEI BAMNMMIW (DI
MI(@EEHMOsM @BGEFGa00. GRISISY)AIB NICWOSEITY of)an
®1e1@3 6n11a0190) Galdas: M)LILEBOBEN)02 )83 WOM(@1w
WOOEMHW® @RSITLNIMOS)EWIWIEM ail.age. BIBVAI ®&MW
B9$210]05)308 @RAI®Gla{laj®. ilad MlEEdWMo Qlowdl®
(aIUBMAOBEMIM o @M AlOQIBBSBIANS B&HUEMN (GHOADHIM) EMOO
V)88 @R (HAROOEMAD)o all. af)o BOBNAI af)S)OM) AIOETID).
BRWIS00CMIENBBAD)OS HEPIOEI HOSIHOM DO A(AL)
@006Mo. MICOBHIVIG af)I MILIVIC3 HHRAI MVOCE®d:
0l30eS EHIBEAI] QITISHOIMADIOMDINO @REGaO MIOAN
MEInIIS)BHS0EM MU0, EBIBEAIG NEAHEM W0OLIWIGd
mlamyo 9@ aloBla{len)an @R Alom)®ud CARILIHD AITW o
S01E9)OAM WOV HMSIANS:EBINS MVOMA0Y YOOIV (D
WEMIBHUW Mloem] oWl 19Bla)). al0)OM] &0BaHlS Coel
eilod @a mlemledenam amd (aolavaw] 22dwalw)es
MoleuemeaBslod f)(@ 2O(@o OIWOWIVYAN) af) MM Mes:
GENIDW6)aS)AID) M),

CHOBOMIT @RHHIBAIHA0 MUIMIE:0013HAN20® Mloaiw]
al@lnl0S1d:S@3 ail.ag)o. @OBMAI @61 (~IRIaHEMo MSOIWIS)ENE.
OeMROVIOOD] all(MENEINL! Baf). af)nl.af)al OHVIOLI B0) HAV
Mool @61} alEIaHESHM @REFZAORIW]0)aN). @RYEOINaIONIW
@RAUINM:UE EMOIS)EMIOPlo HTVEN)AIG TVEMUDA)WACTM)N
al0lalosSles8le8 alOEhS)Endm @RERAN0 (alEMido DONIaNo
@06Mlay). ALl HAULRANSIHB)OS DD HOLIOD GREFAOOD)]
90 allcwono MIOMaEiSo @HANWOE.

u@ano MUIDVAMAISHW MEQUIMNIM MEILEBEHS @omu]
09q|S)Om @RANSEBRSIT ~)MO)MNIM ERYWWEBOHB (D]
a0lE9OM)BS (VOERUWIHEOMINO AR TVAOERUE MSHN)IM
MUMBABRoE)SIWoEM @M. TV2}a0UOTOOMITY  &SN)d)SIW
al)lME)@MOOM HHAUOAVYGHUE MEMeS 2la»ICLISMO® e
20g1alem) &M, MOWOD) HIMEN® (alUdMOOM aqVAL)
@aH2o ERAUMOllEN)aM alela @20 Hd. GRYA CM0]
“auin)alo”’ 2e1wogle:s)ns R1allmmumidalyamaelcd wmod
OWIWo al)MO)MNIMAIUIOTVEBS)o DSH:HEINNIN @) B)aHla]
@00i&0LITNIOM (A IOELITDHIGCRIGHIE HMITO)HBIBL0 O
@RA3. GAAOMM MO G000 MIOMM) AUDENAND af)DO)
(UERLAEM. DEIVWIBAVINE! af)emeals MVmlasgleenano
em 'auIn)alo.” MMOWON) B9 AUIMIAO@:0MMO 2LIVIS
Mm120 2G| (@ODINE! V) (aIWIMAIW TLOIMOHIM @REGFa00

2LIVIBSOMIOL!  af)eReals MWIMlass]
ORIMMIEM  ‘dLIO)alo’. VOV  BQ
avlmiae@oene)meam  2e1wog  ailmlad
210l @OMIHLI MV (AIWOIMAIW  NOM
O @RGRa00  @IBOMOWIBIEe)M).



@BE0MOWIBENMM). @YOS: MM a0} OeIB® on’layd
adlelo)@»e8 ¢20a0CMSM «f)IM MIEMaslmA@ ailglesyam
0. @@ G20OMM MollwoMo HaIVMIFHBB). afaDIM)
)90 AIMI2508 §21Q6eMo.!! ag)sTRODILIL] 1)EMOMILIdsM
B00LHAAN )M AlPW HBULH GROAOEMSHN] GO0 IOENO
Ll @oalymosm. avl-aslglemos)e @ralls)oam Hlaimeo
GOIS)o @RS)OMENITNWo l)I3OmIWIE)IM QI EMIIEM B
@A eL0anmMad. MESITE alRICOW)o MuosITWlaflseOmoso
@PGGa00 )0))e 208WAAUIWMoeM). aul-awlgled smesn
8)9S nI0aflm M(@1aIgIO] @OHSTMD Od. @YD ¢
aneM5M eIZl®M200 O1DS:8lC8 §39a00sMIVasl®o af)alo
VYN0 520 MANWacEM MU(@la gD @OMIEBUS ol
0laflO)MN®. af)Gajoud HEMBILN0 TMVEMAOCOMINS BO0Y
63303 @REMIaH]2{l0)aM). alelafll® 2ENAIMEBUE O®LIDSMo
8a10®) GRIAOEMSN) TVoMVOBIENMD) EHUBHNIM alelql
muoEBslene MswowlgemE. alel® oS3 E2aH(STW
GENIDWLODIHM (alHSMo &)SIWOW0}aN). @R RI(NTMOIW
@o0Im1ad Mlan ale>0108aM 26Q20) P2l MuocAila}HB9d
anElo)am  caISWILInem @REGa00 QG lolenm® Ao
GaIBMIa{len) M @o6.

810aNMVE WWBald@, all. af)o BIBNAL, O@.@RHA CHIAOMD
DB (A®IMIWIMe OalP®D MUANGUAHAOW MEIYAILQ
MOHVIE. a))EOONDMAIOBIW BIANG:MICHINNG ACD®
@o®Ioea mlavodmnaow R1almo)eIiEER)OS B alal
SQIBIBH B1BHOO YOIMV (@AW P, BIWZTVOAVHHI0OWIE TG
MEILAILITNOW)ES (al®IMIWI&S8)o (ICISMISHS)MIW]
@)} aid. avl. awlglang auNdald OSSO0 all.elw)
8S 9oWaHeMlE: AUEMI@IOMIDL! @REIAINRY 2LISH:6ERUD
@OMMDIEM DD 2LILERUE. MNIAIMOMIHNY @RoEOIYG3
2)a01@3 H0la] GREFOODING DD EYU® @YBCUDEEBUD
@OANWIEM MED)E6) FDAN)o (alEGaldBMo.

il algleng mundald: WDOBSOIW
all.Z1W)Os OOWaHEMId: QIYBM]O)
oleel GREIAINRY CLISH:EBBUd @HAN
oM DM M)Ll}63BU3.

0{aldal. WUBIIOD,
all af)o BIGMOQ,
0. @YD CAIOMND




MINaWlod (eI0IdODIEnZMm (608
(BJ ms 3SIBNIMIo (HZORIW] ©@R)CHHlBNIMI0
Q;I @Rl H8OIMo B]|BSaAUND OHISIBNIB:

“D’]ailw 6)8 a)(m nD"'(T]tB)J(U)jo Waga0 AMMIGHO®
! OIS SHIMMIM.
Nl v
('T'DL@"]m;{aﬂﬂﬂomommmﬁ DA B6) DO HVIV] CH0Bo (2l W
aflSlap) e 20(@2e] MaWMITWI®200] @)s@ MSsals]
o qUI1B:012)). M~ Msm)o MlBeRomIn)0 MIEWQAB DSAW)0

MUERLINSHM)o QILAITVIVIW)AOW (1T ®MICLISNIEM OS]l

v
@Ud MO1HN)MODM AMqV]LNIDIG)0 NI GRYGEID
2l8900® MSaISIHWS)OM® MS®)aldH MAHNEIM M@V
SHVNENSS (o IDIENINLD® QUYL SDBISNIND@IEM. D MILIaldsIm

830) L1 ag)am mleilenoe almlad (aldoma afam mleioleno
@REIIOBLEEBUD. alel G&H0emIod MM WMV qLIGGE0 6N
530 (@12IME N}UIGEIaIN H®SIVeamM@ITd MM emElo
aflGIMOS)EaIOB00® GSHAVIM @)MINROS]. D) GHOSMIWI03
MBS WEHOMIWIT E¢HOB Galdellmilm)o TEHHIOIM)0 af)Hnd
e1om)o @REIBOMIBHINNAN EGMSHI)o.

®ajois Mmlaes aaveflsd calnlagowosm (@1 wolescm
GEMBNIBNMD. M AllKda|M 21069001 20010 WwolooIa) ail
Mm©}o NIELVIW)o @RORIEIZdMAle RSBV &EMa@nNIHn) MLl
@R@H5)0 QIR0 G308 ®W]o DalCWIUIlEN)d:MW)o §alW)O
Qnam 80) PaleeoVATI®m). MIMAWIE3 Mi(M1eHUBEs PRI
M@SH)MD B0 BDEOOIAOW] &EMEANIANIMISOMOEM (alUdMo
®)SEEB)M ). SHLOJaII(MOWHIM @RM)EWIRIDIW B0} MSIHW BT
021D af)MDIEMENUT MMH AULEBBYMN &1$6a|5) M@BBHIAD
QIOIEM TVDBHOY0 )M SHOYONAM H1PLsno MIRImICdan)an)eme.
woloO®IOG TLEER0alo 2001 MEl MSIWOSHIM MO MINEE GAlsMo
ap)am avlmla @ean &8ssl 2061V (e IB]RSSB)o MB)HN)6NE.
af)MOMB o) @MEUIAOW] PoW(aIEAIMDO H2IQYMM B0) MSIB alol
wleimoe MeLH;108 DeN203:)aN BRI alleipoisleno aljaMemo
92100M88 AIFIWOSH] M0QI0ENE. GREIMDO B0) HELIWIHEMAN
®1012J010l aloenelePna®m alemalo (A @I)o CGMSIMSBS Al
WO &HOEM)BHW)o @RYHIOAUSIAI0 BYQITVDABOY A0 AOMAUYDIEM
@EINVH9)M APBHS CVWONI® af) M HMQIFLO1H6)HW)o 6l
QETUOLIEN 2 l)BHEMEBBUDSS AUFIHWOMEERIND. DG @Ry
-®alsM QY@ 2auailel. MUDMBOIENIOWo alLlGa oo MIlmla @eam
GENIOWal)@Qo MRS 2S)CHDOEM).

MOWBHMI@ (aleM®o PEMAGDIN MOWBH208 @)EaNO5)0IT
#9)MO) GROIGYHS TULDMBOLA0EM. @REBOM MSI 80) Mulaimmo
WO @O0)aN). MEBHM @REME®:0 Gald @RY(Na0leH)E:M)o
BSOS BHW)o HaIY)IN M(@1OW l*® ®eIN0W]0dna]50Id
@RS HNDNHOBIM)0 al)0)aHMIND QI 1H:E1HN)MAINAIM)o BHEMSHN
. H91W10)aM). @Y @YELIN2IM GAN)o alfiBlelo @PAICUDAHIBH)M)ENE.
. v MS1WIILI)o al)0)aHMIO)NS COaILINIOE ¢RIl HalVMIO3 @D
alo@ai®] sl aflel afl5)aMN$aleud 83060 §2l1CQEMR@OMEAM aleio)e aflvoiavl

ceanlet 2017




BH)AM). BREM0 Gald HONlBHIM Ealdd)D alsplen} veloomlod GYB Lo
OMIFD eMIMONEMaD AflMI)al0alalnalg Mo0llwoWE:0)0 MSTMSMID}OHDEIIO
(@1 Da0yBo @RAMO TS0 MIEIMIBONOM (ICD Yo (VIRU1ENM)IEME. @A
)9S @I@ajojo AUIMIA HaIY)S af)aD BI(@AIEM.

msl)es @2, HaOVA (W, 2mIAd ERASINIG ®)SEE] ERHOHWEI0
)OS HSANIMW H15)o af)IM GREMIHHNIOMAUAR HLOII(@OWIM @PM)EWI
2§0000IHOWIEM MIMIAVGE @00 I(@ROHOM HMOHEVNS)HN)B>. BRLIIHD)
af) WMo MQIOIE af)IM HOGHAMA §alWea|S)MAUOOWE].

$)0af)»0LI0 MTUHOD MUAI®] AUBOO HaHSEOVIOIAN) afAN) GO G
slg)enE. @REROEIZOMEOMONS GR0LIeaIQIM @RENILIO TU(M1Hud memm
(AI@OVHIFI0)AM). KDEIY0 HaITDITE H@O] alosEm)o 21O AlOIHRIHES
@M @RAIAB (aI®EoIWlafloym®. &¥lonemesslad elooe H@:0s)OmnelBslelo
®eIm]m)Ealod00 enievlmslenloyam) ofanosm a)ailaflesymmo. 'alegio?’
®O)EAI0? HHIS)H9N)CAI? WEMINHBH TUIMIAWI@E Hald@)EA! alOEOMm) EhUBH) M
aIB6a3806M. W030PE10WIW 80) MS] MO MM @EM)EAI0 AlEH) AT EH)aD
@Imls©led 80) avlmaeauglad RalBollennals M(@I)Os GPM)EAI 303
HOMS)OM). HYANMIMILNEIB ¢aldam 80) M(®low 2y»IaW] PalBailaj®m)o
@OIOYOS M)l M)016Nm)MSERIM)o @RRINIOWIS HOWN ERAINOW)0 Hd:IEMNS
o] @RYUD)Al(@] EREMIAH2])Cal0WMm)o MEMINSNFOM .........

pmENs:, ™Y, HINS ¢aaleldSod MlmIaeon®D (alaIdemlenan ad
(@0386) CR0UDAOW BRM)EAIEBRUS DEN0E0)OEMM AlOW)YAM). BOWLAIMIGI
2e/o8 lmlacvewoe @MUEH)0 @RWsAI®afiglel. M@IWHSs ®IGialoso B0)
(IWOM PLISE:A06M. MIBNITWa] HaleMd)Sl:he8 DOWIBNAN TVoRAIGBES)
eeesslod @A MM @O M0MM) aloWsMo. MMIHE CMOI5 B)EMRAI HOW
0y0)B0jo ®OAN)aI0ETD B0) M(@1EWINSIajo HalIT)IVA}a00 MIMN® aleillw
(I®)BHosm. " Modes MM eiclenmmaino ailwalel agam ®1o)@0mla)
20WLMEEBR)0 Haldellujo MLAENIN)o VBGlald:H MILIAIISIEN®S DO oSl

WIm20000OMIORG ®ISHH00 CAOSIW)o NS ARYH:BaHlENH|S)NAIAD
alRIGajo%)o D NOWINOOD AMIVILISHIOMDIET MMIGEIS) QIO D). B0)
milmla 2mzolaio)Mm@IN) aflanlenss &olmownmoe alelv)e AMVILNEHI0IL)
80) lmla MI3a1ajo0d )9S B*Senod MSInIO® &1l af)Mailalodla] QIo)
MNAIBBE ABJON0 OalMD)SHHBWo MOO|S)OM] Ga0503 201G nf)@Da))
B3HIS)ENAN TV(MIBIWo afleid MSOWIEa]o0)aM). «f)aMIGI, MAINOLIe ®HAD
06300108381 MIM2OW DGalddla] Galddh)H®OEM. (D)ELOMIGHOIW afleid
audQjole Matisealg alRse: alls)dslcelss 2001 @InavlesnsnEl aIeyaN®)o
ollogeel ®aIeEdae MIMIa 21928 AIO)MME] af)M@IEM (alWIMo.

A MoOWIVS:AMHM MIBROMISHBOW] BO0)AN VIO I0@)MNE. MlMI2
2MqYRI05:00m MIB2OMIOS)OS TVIGFERUWED) B)MIT @ LIB)MIBHIMOB:0
ODH@OHINE @O alel MolWIWS:0)e AVIMmo MIBATMEHMUM] ®)S6a3.
@® avlmla caalein® 0)RL1G:1ENMMIN GHI0EMAIB)MM)NE. MlmIA0o
©OMIN UMDY &)5000 D200 QG af)M@MOMN A}V GRIOGH O]
GRISNBB B0) HOTIUDaIO6M. DO (al®IeH MO3H)M)6eNE,

DD MAOD) MIM2VIG (AIUBOHEN)IM U@ 1HOB ®)IS}ENIM0 ()R
©l @Y EHUIEHIM)o @Y(HB]ISHIM)0 HIVEFAHMD HHIS)EN D af)IM a0l Yo
MUDaOAMETVISHIOW HEMSED)IN®IEM. HMOFILNSHBSINHLI TVYVHH oFHDI0)
A AMIVIHSW)o @RAIBHUDBOEM HHLIOWIHNIW)o MLIMUTNIHAIW)0 2 l)BH6Mo
20T MoROila))n3:0mElBlEn)o. af)INOWE, MEEBOHMW)BB al)dH6Mo DENI
@)CMNI0U DOV a6 ~NB®EM M@BHIW)o @)QAI0S] ERHOOWILN M6 o
CMISHIOHD MSalSIHWS)TM)o ROMOR D (alQIEMMOWY §210)ENIMIE:). @)
(IDICOOWOMING ROME AIMIHWOE MS] @R 2NHDOA|G CHMIIHEI MSals]

&S0 [0S GENIZIZIM]

EE RN R

]IS
mlmlamwins
omgjlen”
GaloI

ceanlet 2017




Mindfulness brings
together the
principles of

mediation and the

capacity to live in the
here and now.

- W,

Senthil Kumar
Madhavan

life |

Mindfulness
based
Performance:

Powerful solution
in a confused and

attention-deficit
World

T'he word * Mindfulness” has been making waves all over the world in recent
years. Many successful stress- reduction techniques and programmes based
on this ancient concept has proven its worth especially in high-stress work
environments in Europe and USA. It is a comic irony that many useful and
pmvcrﬂll ideas with it ‘s Origins in India or the Eastern world, needs to first
make waves in the European world to be re-discovered in India. I’L‘r]'l:{ps. the
fault lies in an Indian tcuduncy to 111)'.\'tif2\' and cnmp]ic:{tc pmvcrﬂll ideas b}'
connecting them with superstitions and cumplcx traditions. Mindfulness,
however, has proven its value in promoting concentration, creativity, rcduciug
anxiety and stress, Improve resilience etc. Mindfulness based stress reduction
or soft skill dcvc]npnwut has been used in Organizatinux ranging from
British Public Sector units, (_innglc. to Harward University and schools. It is
popular because it is effective. When I sat down to write about soft skills
development, Mindfulness based Performance methods came to my mind as
they can be used by people of any age, any job, any education level, to achieve
better results and sausfaction in work life as well as general living. The
development or upgrading of soft skills attitude skills/behavioural skills)
requires one to empty his glass/mind‘ because if your mind glass is already
full nothing new can be poured in.

Mindfulness brings together the principles of meditation and the
capacity to live in the here and now. The key reason which makes us stressed
in life is our innbiliry to enjoy the present moment while we work over- time
worrying about our past problems and future anxieties. If our focus can be
well established on our present, the Now, then our awareness of each
situation and the options/choices available to us becomes clearer. In a way,
Mindfulness practices help us re-discover the happiness possible in the
simple moments as well as each moment of our life. People who want to
enjoy their life often say “make each moment count” but many actually don't
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The ABC of Mindfulness is a useful way to remember some of the key

elements of mindfulness

A. Awareness, acceptance,
B. Being
C. Compassion, curiosity

If we are aware of ourselves and how we are functioning then we have
a choice about what we do next. Most of us don't choose our actions and
simply react to circumstances. Having an awareness of your body and how it
s ﬁ_‘uling is important. Your body reflects your mind, your mind reflects your
body. Most of us pay attention to our body and mind behaviour only when
things go wrong or when we feel pain. Mindful awareness enables us to be
more in tune with our body’s signals and take action early to maximize
productivity and maintain wellbeing. If we are aware, then we can continue to
operate at higher levels of efficiency throughout the day. In other words,
through mindful awareness we can sense our concentration levels weakening,
frustration mounting and other irritations p(‘aking, and take corrective action
to enforce self- discipline, look at positive aspects and thcrub}-’ build up the
stamina to maintain focus on work.

How focused are you at work? How aware are you of your negative
thinking patterns? How aware are you when you are thmking in a reactive
manner? Most of us rarely notice our thinking. But, when we start observing
our thoughts, our ability to support positive thought patterns increases just as
our skill to neglect the negative patterns improve. So, mstead of being reactive,
our ability to choose our behaviour or response becomes a powerful part of
our personality.

It may not be possible for a person to control what happens in the
world, but it is definitely possible to have reasonable control over one’s being,
by being present in the moment, observing thoughts and encouraging
thoughts which bring better results and happiness. Showing compassion or
kindness to one’s own self (eg: smiling at our own mistakes, we are only
human) and to others ]n‘]p.\' us heal and become settled mentally. Practising
this mix of compassion and desire for productive performances help us to
maintain bcing at our best, irrespective of negative circumstances. The

following techniques help in everyday mindfulness.

Most of us don't
choose our actions
and simply react to
circumstances.

Mindfulness
in
60

seconds

1.Feel and focus

If you are faced with a
stressful situation this is
a useful technique. Take
a deliberate, slow breath.
Focus on your feet.
Notice how it feels on
the floor. Are they tired
or comfortable? TFeel
your toes. Pay attention
to any sensation you can
observe. Then scan your
body upwards, observing
ankles, calves, thigh.‘i.
upper body, arms, neck,
back side and head.
Notice how your body
feels, tired or energised?
Notice your brcathmg,
Is it fast or slow? Now
walk a few steps and

notice how it feels.
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Observe how your heel hits the floor first.
Feel how your arms move as you walk.
Finall}-’. take three deliberate, slow breaths.
Make your out breath s]ig‘htly 1()11gc1' than
your in breath, focus and continue with

}’( war CIS‘.‘\".

2.Mindful Coffee

Make or drink your coffee mindfully. Just
how much can you notice? How often do
your t|1m1g|]1ts wander? When t[’lcy do, just
gently bring them back to the task in a
non-judgemental manner. The key here is
to enjoy the simple and pleasant things you
do to enhance focus.

life |

3.Quick Naming Scan

Use just sixty seconds to observe what you
are doing / feeling/how you are behaving and
softly name the acuons, feelings and
behaviours.

The world we live in is becoming increasingly
complex and competitive.  Sometimes,
focussing your attention on the simple as
well as complex tasks in our life is difficult
and we shift to automatic pi]ot mode,what
we feel within is equally important as what

we are trying to achieve. When we remain in

Embrace mindfulness and
practice patiently to bring
out and utilize the best
within each one of us.

—_
.

_ : }Ikﬁ _

e

tULlCh \'\"l-t]'] Our il'll'l(_‘l'l'n()fit .‘i(_‘]‘f: alld Cl']jl))" tl'l(_‘
connected nature of our social life, our
capacity to Utilize our talents to the
optimum level is at its best. In the 2Ist
century, interestingly, people appear to be
more intelligent but their attention span has
decreased. There are sound scientific reasons
as to why we should notice more about
ourselves. When we are kind to ourselves,
accept ourselves as we are, we reduce levels of
cortisone (a stress response hormone and
increase levels of oxytocin(a  positive
neurochemical prt_umt_uting anti—anxi(‘t)-‘ effect,
emparh_\_-' etc) t|1cr'€.l)_\_-' increasing our overall
happiness, boost resilience, and increase our
ability to deal with work pressures. Embrace
mindfulness and practice paticnt]}-’ to bring‘

out and utilize the best within each one of us.
|
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Human Rights Violation

Failing Education
’ =xclusive Education Poverty

Caste discrimination

Inflation Inclusive growth

Environment
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Communal Riots

Sanitation Honour Killing

Women Security
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CULTURE |

NATIONALISM

OR

ANTI NATIONALISM...?

VITALITY OF
INDIA
DWELLS IN
THE
COMPOSITE
CULTURE.
COMMUNAL
HARMONY
AND UNITY IN
DIVERSITY.

B. MANO)

India has a unique culture. It's not
created by any one religion, race
region, language or reminiscences
of any single empire that had rose,

shone and decline.

In the largest democracy in the
world, where the people enjoy the
very essence of democracy and
uphold the values of fundamental
rights, tendencies to enforce what
to eat, what to wear whom to
worship and how to live could only
manifest antagonism. Such policies
rather than fostering unity would
create divisiveness among the

people.

Democracy provides equal
opportunity to speak, express,
prcach, practice, associate,
enterprise, entertain, travel and to
settle down. But when a section of
the nation tries to replace
democracy with autocracy it would
plunge the nation into aggressive
national and endless chaos.
Secularism and socialism will be
endangered and in due course
become null and void. It's the duty
of every Indian to rise up and unite

against such fascist attitudes and
antagonism.

Vitality of India dwells in the
composite culture, communal
harmony and unity in diversity. It is
the duty of every Indian to
safeguard the fundamental rights of
the citizens and transmit the
cultural heritage of our nation to
the posterity.
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INVENTION

In this invention, a unique
identification and authentication
process for the currency is
devised using the Chaotic
Element Technology (CET).

Sajan Ambadiyil

A new technology  for Banknote/ currency
authentication using Chaotic Elements Technology
(CET) devised by Sajan Ambadiyil, Scientist
(Research), Head (Optical Image Processing and
Security Products) in  association with Prof.
Radhakrishna Prabhu, Robert Gordon University,
Aberdeen, United Kingdom and Prof. VP
Mahadevan Pillai, Department of Optoc]cctronics,
University of Kerala, India has been accepted for the
presentation in SPIE Security + Defence 2017, an
International Conference going to held in Warsaw,
Poland, on I'T - 14 September 2017. The technology
will be presented under Counterterrorism, Crime
Fighting, Forensics and Surveillance session of the
said conference by Prof. Radhakrishna Prabhu, The
Robert Gordon Univ. (United Kingdom}. SPIE, the
international society for optics and photonics, was
founded in 1955 to advance light-based technologies.
SPIE annually organizes and sponsors approximately
25 major technical forums, exhibitions, and education
programs in North America, Europe, Asia, and the



SECURITY+
e DEFENCE

DEFENCE +
SECURITY

SENSING, DATA AND SIGNAL ANALYSIS, GUANTUM
SCIENCE, AND OPTICAL TECHNOLOGIES FOR
ADVANCED SECURITY AND DEFENCE SYSTEMS

11- 14 September 2017
DoubleTree Hilton Hotel «+ Warsaw, Poland

Four Days

800 participants, 799 opportunities 1
CUTTING-EDGE RESEARCH

WORLD-CLASS SPEAKERS
TRAINING AND EDUCATION
FOCUSED TECHNICAL TOPICS

REGISTER TODAY
www.spie.org/sd17programme

é& 000000}

A chaotic element means that the physical elements are
formed from a random process independent from human
intervention.

South Pacific. SPIE = Security +
Defense is one of the major events

divide

fundamental optical science and the

that  cross the between

application of the underpinning
technologies in advanced security and
defense-related areas.

The counterfeit currency is a
growing threat to the society since the

field of

scanners and

advancements in  the
computers,
photocopiers, as they have made the
duplication process for currency much
simpler. The fake currency detection
systems developed so far have many
drawbacks such as high cost, poor
accuracy, unavailability, lack of
user-friendliness and lower
effectiveness. One possible solution to
this problem could be the use of a
system uniquely linked to the currency
itself. In this mvention, a unique
identification  and  authentication
process for the currency is devised
using the Chaotic Element
Technology (CET). A chaotic element

means that the physical elements are

formed from a random process
independent from human
intervention. The chaotic elements

used in this invention are the random
distribution patterns of such security
fibres set into the paper pulp. A
unique 1D is generated from the fibre
pattern obtained from UV image of
the currency, which can be verified b)_-'
any person who receives the currency
to decide whether the currency is
authentic or not. Apart from security,
this  technology ~ can  facilitate
automation, secure track and trace,
effective maintenance of inventory at

knowledge  based
identification and added protection.

various  levels;
This technology can also be integrated
with smart p]’]onc which enables the
public for easy and automated

verification of any documents.
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TECHNOLOGY |

CONNE T
IRE WOotLD

LUITHT K

The Internet of Things defini-
O tion: “Sensors and actuators

embedded in physical objects

Th M are linked through wired and
I n g S \\'Ilt‘l']L‘-'SS ]‘JL‘I’\\’OI‘I&SH.

This is the concept of basically

(IOT) connecting any device with an

on and off switch to the Inter-

net and/or to each other. This

includes everything from

mobiles, coffee makers, \-\-'ashing

machines, headphones, lamps,

\\'L‘ﬂt‘ﬂb]k‘ i:[(‘\'lll._k‘s a]‘]d ﬂ]l‘nOSl’

anything else you can think of.

These devices collect useful data

with the help of various existing

FL‘C]W:‘IU]UE‘;I'L‘S :{I‘ld l'l‘lt‘l‘l autono-

mously flow the data between

other devices.

62
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This also applies to
components of machines, for
example a jet engine of an
airplane. The term "the Inter-
net of Things" was coined by
Kevin Ashton of Procter &
Gamble,in 1999,

As of 2016, the vision of the
Internet of things has evolved
due to a convergence of
muluple technologies, including
ubiquitous wireless communica-
tion, real-time analytics, ® SMART
machine ](‘arning, Commodit}_-‘ HOME

sensors, and embedded systems.

This means that the traditional Smart Home has ® WEARABLE

fields of embedded systems, become the revolu- DEVICES

wireless  sensor  networks, tionary ladder of

control  systems, automation success in the residen- Wearable  devices  are

(including home and building tial spaces and it is
automation), and others all predicted Smart
contribute to enabling the Inter- homes will become as

installed with sensors and
softwares which collect

) data and information
net of things . common as smart

phones.

about the users. This data
is later pre-processed to
extract essential insights
about user.

APPLICATIONS
OF 10T o CONNECTED

CARS

A COl'lIl(‘CtE‘d car 1s a

vehicle which s able to
optimize it's own opera-
tion, maintenance as well
as comfort of passengers
using onboard sensors
and internet connectiv-
ity.



TECHNOLOGY | INTERNET

® SMART CITIES

Smart city is another powerful
application of IoT generating
curiosity among world’s popula
tion. Smart surveillance, automated
transportation, — smarter  energy
management systems, water distri-
bution, urban security and environ
mental monitoring all are examples
of internet of things applications
for smart cities.

* INDUSTRIAL ]
INTERNET ' -

[IoT holds great potential for The future of IoT is more
quality control and sustain fascinating than this where
ability. Applications for track- billions of things will be
ing goods, real time informa- talking to each other and
tion cxchangc about mventory human  intervention  will
among suppliers and retailers become least. IoT will bring
and automated delivery will macro shift in the way we live
increase the supply chain and work.

efficiency.

® HEALTHCARE

The concept of
connected healthcare
system and smart medi-
cal devices bears
enormous potential not
just for companies, but
also for the well-being of

people in general.

Research shows IoT in
healthcare  will be
massive in coming years.
IoT in healthcare is
aimed at empowering
people to live healthier
life by wearing connected

devices.
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RETAIL

The
IoT in the
Sector i$ enormous.
IoT  provides an
opportunity to

retailers to connect

potential  of
retail

with the customers
to enhance the in-

store experie nce.

®IN

o IN

T

AGRICULTURE

Farmers are using

meaningful  insights
from the data to yield
better  return  on
mvestment.  Sensing
for soil moisture and
nutrients, controlling
water usage for plant
growth and determin-
ing custom fertilizer
are some simph’ uses

of IoT.

POULTRY AND

FARMING

Livestock monitoring is about animal
husbandry and cost saving. Using IToT
applications to gather data about the health
and well bcing of the cattle, ranchers know-
ing early about the sick animal can pull out
and help prevent large number of sick
cattle.

Some limitations of [oT include - compat-
ibility, complexity, safety and Security.
Although IoT has quite a few disadvan-
tages, its advantages of saving the consumer
time and money can't be ignor{’d. So the
time isn't far when the Internet Of Things
will be commonly seen in both households
and companies.

The future of IoT is more fascinating than
this where billions of rhings will be ta]king
to each other and human mtervention will
become least. IoT will bring macro shift in

the way we live and work.

| OKERALA
STATE

/7_}‘

| MISSION

Tel: 0471-272 6881, 231 4307, Telefax: 0471-231 4284
Email: admin.ksitm@kerala.gov.in, Web: www.itmission.kerala.gov.in

KERALA STATE IT MISSION
ICT Campus, Vellayambalam Jn.,
Thiruvananthapuram- 695 033, Kerala, India.
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TECHNOLOGY |

IMPLEMENTING

FREE SOFTWARE

TECHNOLOGIES
COMPLETELY AT C-DIT

TANZEEM M.B

Ofcourse, free software is
the present and the
future and the leading
companies has found that
free software is also the
best business strategy.
Adoption of standards
includes free software
and free software is part
of the government policy,
be it the Kerala Govern-
ment or the central
government . The left
government have always
supported free software
and given decision
making from the govern-
ment level. The increasing
adoption of free software
standards has been in
news recently and leading
private companies have
already moved to free
software considering the
importance of freedom in
software and budget.
Recent news has also
seen even companies like
Infosys also been drawn
more towards free
software.In kerala, Plus
Two Schools have started
to adopt GNUKhata as an
alternative to Tally for
accounting so that they
can study the tool that
gives them freedom and

the tool of the future is a
good news for the
students. So many events
are being conducted by
free software evangelists
in kerala with the support
of organisations like
ICFOSS, SPACE-Kerala,
Free Software Users
Groups in various districts
recently which included a
install fest of the latest
version of the most
popular and most stable
server operating system
Debian GNU/Linux.

I am happy that I could
play a key role in arrang-
ing the event at Thiruva-
nanthapuram along with
the help of ICFOSS, State
Central Library, SPACE
and FSUG TVM. We
arranged a GNU/Linux
Install Fest along with
free software awareness
programme was
conducted in State
Central Library Hall,
Palayam Thiruvanantha-
puram on 10 June 2017
Saturday. It was spon-
sored by ICFOSS and
State Central Library and
assisted by SPACE. About
70 people including 19
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volunteers 45 participants
attended the programme.
The programme began by
9.30 a.m. Dr Achuthsankar
S Nair, Head of the
department of Bioinfor-
matics and Computa-
tional Biology inaugu-
rated the install fest and
spoke about the history
of free software move-
ment in Kerala and need
of free software usage.
Mujeeb Rahman took a a
presentation of the
different Gnu/Linux
operating systems
installation procedure. He
also took a class on
Malayalam computing
and type setting using
the free software called
Scribus. Partcipants
brought their laptops and
those where installed with
different Gnu/Linux
operating systems by the
volunteers. The installa-
tion team was led by
Praveen Arimbrathodiyil,
a pioneer of Free
Software movement in

Kerala. A demo of the the
operating systems like
Linux Mint, Ubuntu
(IT@School), Debian,
Elementary etc was also
set in the hall. The users
were allowed to try them
according to their wish
and the features of each
OS and the softwares
installed in them for
different uses were
explained . The install fest
was ended by 1.30 p.m. A
news about the
programme is published
in (12/06/2017) The New
Indian Express newspa-
per, Thiruvananthapuram
edition.

The install fest are also
conducted in other
districts in Kerala with the
support of free software
evangelists in the region
and support of the
organizations like ICFOSS,
FSUG, DAKF, SPACE-
Kerala.

The celebration of the
latest stable version of
Debian named Stretch is
going on still all around
the globe.

Our organisation, C-DIT is
already in the track of
migrating to FOSS
Technologies though not
yet fully. It is high time
the authorities move

TECHNOLOGY | FREE SOFTWARE

ahead and implement the
free software strategy
completely first and show
an example. For working
out the change, we can
seek the help of free
software evangelists
availabe in kerala for
providing training for
migration to GNU based
Operating Systems and to
Free/Open Source Tools.
Easily get to a matrix.org
client like Riot or a
Telegram App of which a
matrix.org client like Riot
is preferred since the
server-side is also
secure/open-source. Riot
and Telegram is available
as Mobile App and
Desktop Application.

WHY ONLY
GNUILINUX AND
OTHER FREE
SOFTWARE TOOLS
SHOULD BE USED
IN C-DIT.

Why shouldn't we be the
first, why the friction, why
should we follow, we
should rather lead from
the front.

What are we waiting for
now.

-why is it not still imple-
mented yet fully.

Who doesnt know free
software is the best
strategy...



TECHNOLOGY | FREE SOFTWARE

There is no way to verify
if proprietary software is
working only as adver-
tized. After so many
spying revelations, it is
surprising to see that
proprietary software is
still being used at CDIT..

Why don't we have a
problem with blindly
trusting foreign compa-
nies? Even after they are
caught cheating many
times? See the example
of VolksWagon cheating
an emission manitaring
software. That is just the
tip of the iceberg. Our
state and central govern-
ment clearly prefers Free
Software for the usual
reasons of self reliance
and trust. If there is an
argument that open
source itself is a compro-
mise on freedom move-
ment which is only on the
philosophical/ethical
argument.

About trust and verifiabil-
ity, there is no difference.
Whether you call it Open
Source or Free Software,
you can always indepen
dently verify rather than
trusting blindly (even
after people caught
cheating).

We are using PHP/MySQL
but we should contribute
back to the community
also in addition to using
more free software. May
be at some point there
was no hardware that
worked with GNU/Linux,
but newer purchases Free
Software drivers should
be a criteria.

We have to abandon,
Facebook(Choose Dias-
pora*), Google (Choose
duckduckgo.com),
choosing mediagoblin
based service instead of
Youtube, and many other
sensors , devices in the

een

then install

proprietary IoT and
hardware regimes.
Ofcourse notable few in
the top level manage-
ment is not ignorant
about the fabulous
initiatives by dedicated
professionals in open
hardware, internet
services etc also.
If there is an argument
that it is a broader
approach in technology
choices and priorities;
actually it is not broader
approach, but a lack of
conviction. Proprietary
software in itself is
monopoly by corpora-
tions.
If there is an argument
that since application
testing requires perfor-
mance assessment on
specific platforms and
technologies, which may
be a valid argument if
westill need tosupport
proprietary platforms. But
sure to say we should be
the change that we want
to see ...
-Brief description on
various free software
software development
IDE's for Web Develop-
ment in
PHP, Java,Python,nodejs,R
ubya and its frameworks
etc
Geany, atom.io, brackets,
eclipse, aptana studio,
netbeans, and the
design-view friendly
quanta plus.
-Brief description on
various free software
software testing tools.
Selenium, Robot-
ium for Android, Apache
JMeter for Performance
Testing and many
GNU/Linux distros like
Kali, BlackArch and Parrot
customized for security
testing exclusively.
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Free Software (Free as in Freedom) Proprietary Licensed

GIMP, Seashore for Mac

Adobe PhotoShop

S

Image Editing

Blender Maya / 3D Max 3D Modeling
Scribus Adobe InDesign Desktop Publishing
Synfig Studio Adobe Flash 2D Animation

Kino/ KdenLive/ Openshot/ Adobe Premire Non-linear video editor
Avidemux

Audacity Soundbooth Audio Editor

Inkscape Adobe Illustrator Drawing

Natron/ Jahshaka Adobe After Effects -

Libre Office or Apache OpenOffice MS Office Office Application

OpenScad/ FreeCAD AutoCAD =

Proxmox VE, XEN, KVM, QEMU, VMWare Virtualization used by System
VirtualBox(not fully opensource) Admin/ Network Admins
Postgresgl Oracle Database management system

Postgresql, MySQL, MariaDB

MS Sql/Server

Database management system

Atom.io, Brackets, Seamonkey,
Kompozer are power tools with
all the features a developer need.

Adobe Dreamweaver for
Designers

Web Design

QuantaPlus for the design freaks
or else, great Opensource IDE's
like Aptana Studio, Eclipse,
Netbeans, Cloud9, are power
tools with all the features a
developer need. Geany is a great
editor with lot of plugins for
developer.

Adobe Dreamweaver for
Developers, other
proprietary tools.

IDE for Software Development

Let's Chat, Jitsi ,Ekiga, Riot

Skype

Video Conferencing

Let's Chat, Jitsi, Mattermost
Community Edition, Riot

Slack

Collaboration Software

Matrix.org (preferred)clients
like Riot, or Telegram(its
client-side is swathanthra)

Whatsapp

Messaging App

GNUKhata

Tally

Accounting Application

Freedom respecting distros like
Trisquel, Debian with the main
rep enabled, Gnewsense, Parabo-
la. Mint or Elementary OS for
beginners, We have a lot of
graphical environments to chose
from, like kdeplasma, gnome,
mint, cinnamon, or lightweight
ones like Ixde or xfce.

MS Windows, Mac

Desktop OS
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Free Software (Free as in Freedom)

Proprietary Licensed

LDTP (Linux version)/ PyAtom
(Mac OS X Version)/ Cobra
(Windows version)

Automated Testing

Selenium Web App Test Tool

Robotium for Android Testing

Kali Linux, Parrot Linux,
BlackArch Linux

Linux distros focussed on
software testing.

Apache JMeter

Performance lesting

Tor

None

Secure Browser

IceCat/ Iceweasel/ Chromium

Firefox/Chrome/IE

Browser

Protonmail, Tutanota or

self-hosted mail (most preferred)

gmail,yahoomail etc

Secure E-mail

Duckduckgo.com

Google/Yahoo/Bing etc

Secure Search Engine

Dia YED Diagramming for software
Openstreetmaps and Googlemaps and Street map
Openstreetmaps API Googlemaps API

QGIS ArcGIS GIS Software

And more to be found at
the Free Software Directory
in fsf.org.

Also refer h-node.org for
buying hardware which are
non-tracking and freedom
protecting.

-Working out the change:
Meeting the decision-mak-
ers, Helping the
decision-makers to take the
decision (lead level),
convincing those who are
unconvinced, selection of
free software tools-Training
with Consulting-Implemen-
tation.

-When going for purchas-
ing, buy free software and
get paid support if needed.
Not just features alone, but
ensure our freedom also.
-We should not buy propri-
etary products even if
provided for free of cost or

low cost. We should respect
our freedom and stick to the
policy,

-Also we should be wary of
certain open-source like
licenses as it goes against
the purpose of why FSF and
other following organisa-
tions was founded as in
Microsoft's new restrictive
free software license.

Some companies/ organisa-
tions provide a community
edition which may be free
software and a enterprise
edition which is not and the
Enterprise Edition may have
many features and the free
software edition may have
limited. These can only be
seen as method to hijack
the work of free software
community by such compa-
nies. Eg, Fedora/CentOS by
RedHat which has Enterprise
Edition. Another is the
incident of latest version of

| Odoo ERP whose enterprise
edition is proprietary and
they cut down its features in
the community edition. This
is only another kind of
vendor lockin and we should
be careful regarding this
also.

-Positively for implementing
swathanthra software fully
inside C-DIT:

“Ceanlet 2017 ‘i
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¥ Car Loan in 1 day*

DRI el e

Loan
amount upto

- fi:;5_-_sr

HAE
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 Home Loan with overdraft
facility available

¥ Loan Takeover and Topup
facility available

M Home Loan in 7 days*

Bank of India

LOAN AGAINST
PROPEXTY

. Bank of India

Bank of India
Relationship beyond bankjng

Bank of India
Retail Business Center, Nandavanam, Trivandrum-33
Ph: 0471-2320169, Marketing Mob: 8089027030, 9447349698
E-mail: rbc.Thiruvanthapuram@bankofindia.co.in
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What is
FIFA U1z
World Cup-

Your guide to the
tournament which
is coming to

India

in October

Mony P.G.

Here's what you need to know
about FIFA's U17 World Cup, the
latest edition of which will be
held in India in October..

India are all set to host its first ever Federa-
tion Internationale de Football Association
(FIFA) tournament in the form of the U17
World Cup in October 2017. As such, there
is a lot of intrigue and expectation
surrounding the youth tournament.

India's U17 team, which has qualified for
the tournament as hosts, have been jetting
off to European countries for exposure
tours as they prepare to lock horns with
some of the best young talents in the
world.

The fans in the country are eager to see
some of the future stars of football in
action at a tournament which has
propelled many global names to limelight.
So what is the concept behind the U1l7
World Cup? How often is it held? The
questions are galore and we will try to
answer some of them here.

Before 'Football Takes Over' (the official
catchphrase of the tournament), let's take
an introductory look at what the Ul7
World Cup is all about:
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WHAT IS THE FIFA U117
WORLD CUP-

The first edition of the U17 World Cup was
held in 1985 in China but back then it was
called the Ul6 World Championship. How-
ever, FIFA decided to raise the age bar to 17 in
1991 and it has been called the FIFA U17
World Cup ever since.

The tournament was inspired by the Lion City
Cup in Singapore - an U-16 football tourna-
ment organised by Football Association of
Singapore. In fact, it was the world's first ever
under-16 football tournament. FIFA's then
General Secretary Joe Blatter recommended
the creation of the U17 World Cup after a visit
to Singapore in 1982.

The tournament is played every two years and
this year's edition in India will be its 17th chap-
ter. It will be held across six cities (New Delhi,
Navi Mumbai, Goa, Kochi, Kolkata and Guwa-
hati) in India from 6th to 28th October 2017.
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The first edition of the U17 World Cup was
held in 1985 in China but back then it was
called the Ul6 World Championship. How-
ever, FIFA decided to raise the age bar to 17 in
1991 and it has been called the FIFA U17
World Cup ever since.

The tournament was inspired by the Lion City
Cup in Singapore - an U-16 football tourna-
ment organised by Football Association of
Singapore. In fact, it was the world's first ever
under-16 football tournament. FIFA's then
General Secretary Joe Blatter recommended
the creation of the U17 World Cup after a visit
to Singapore in 1982.

The tournament is played every two years and
this year's edition in India will be its 17th chap-
ter. It will be held across six cities (New Delhi,
Navi Mumbai, Goa, Kochi, Kolkata and Guwa-
hati) in India from 6th to 28th October 2017.



WHO ARE THE
DEFENDING
CHAMPIONS:-

As the fever surrounding the U17 World
Cup rises, so are the queries surrounding
the competition. So, who are the current
champions of the tournament? Who has
won the most number of titles? Where
was the tournament held last time out?
Fret not, we've got you covered.

Nigeria are the defending champions |,
having beaten Mali 2-0 in the final of the
2015 edition which was held in Chile. But
Nigeria failed to qualify for the 2017 event
and will not be able to defend their
trophy.

Incidentally, the Super Eagles are the most
successful team in the tournament, having
won the FIFA U17 World Cup a record five
times.

More interestingly, Nigeria won the first
edition in 1985 as well by defeating West
Germany 2-0. In fact, the Nigerians won
the 2013 edition in the UAE as well. Com-
bining it with Ghana's two titles, Africa can
boast seven U17 World Cup titles.

e

As far as Asian countries go, only
Saudi Arabia (1989) have won the
trophy while France (2001), Switzer-
land (2009) and Soviet Union (1987)
are the three European teams to
have triumphed. Brazil are the only
South American team to win the
tournament (1997, 1999 and 2003)
and Mexico (2005, 2011) are the
only team from CONCACAF to land
the ultimate honour.

WHO ALL HAVE
QUALIFIED~>

The host nation qualifies automatically for the U17
World Cup while the rest of the teams are deter-
mined according to continental youth tournaments
organised by the respective continental governing
bodies like the AFC (Asia), CAF (Africa), CONCACAF
(North, Central America & Caribbean), CONMEBOL
(South American), UEFA (Europe) and OFC
(Oceania).

Here are the 24 teams which have qualified for this
year's edition in India:

UEFA: England, France, Germany, Spain, Turkey
AFC:Iraq, Iran, India, Japan, South Korea

CAF: Guinea, Ghana, Mali, Niger

CONMEBOL: Brazil, Colombia, Chile, Paraguay
CONCACAF: USA, Mexico, Costa Rica, Honduras
OFC: New Zealand, New Caledonia

" Ceanlet 2017 MUK



WELL-KNOWN
STARS
FROM
PAST EDITIONS
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The FIFA U17 World Cup has seen many
stars of the game cut their teeth and grab
the limelight in its past editions. As such
the hope is there that Indian football fans
will be able to some of the future stars in
action this year. Let's take a look at a few
of those famous names who made their
mark on this tournament:

Landon Donovan

The superstar of US football thrust himself
into the spotlight in the 1999 edition held
in New Zealand. Donovan won the
Golden Ball as he led USA to a creditable
fourth-placed finish.

CescFabregas

The Chelsea star was the toast of the tour-
nament in 2003 in Finland, winning the
Golden Boot and the Golden Ball award.

Anderson

Manchester United fans will be well-
versed with Anderson, with his exploits in
the 2005 Peru edition going a long way in
Sir Alex Ferguson recruiting him.

Toni Kroos

The poster boy of Real Madrid midfield,
Toni Kroos, was exceptional in the 2007
South Korea tournament and won the
Golden Ball award.

CescFabregas

Toni Kroos

SPORTS | FIFAU17
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India U-17 football team
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In an effort to build a strong trip to Europe where it faced India has been drawn in Group
team, the All India Football Serbia, Macedonia and Benfica A of the U-17 World Cup
Federation (AIFF) has provided SL among other club and alongside USA, Colombia and
the Indian squad an exposure national teams. Ghana.
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INTERNET
BANKING
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Internet banking, also
known as online banking,
(‘—banking or  wvirtual
]Jsmking_. is an electronic
payment  system  that
enables customers of a
bank or other financial
mnstitution to conduct a
range of financial trans-
actions  through  the
financial institution's
website.  The different
types of online financial

transactions are:

ceanlet 2017

NATIONAL ELECTRONIC

FUND TRANSFER (NEFT)

National  Electronic  Funds  Transfer
(NEFT) is a nation-wide payment system
f:ls:[]il:lting one-to-one funds transfer. Under
this Scheme, individuals, firms and corpo-
rates can electronically transfer funds from
any bank branch to any individual, firm or
corporate having an account with any other
bank branch in the country participating in
the Scheme. Individuals, firms or corporates
maintaining accounts with a bank branch can
transfer funds using NEFT. Even such
individuals who do not have a bank account
(walk-in customers) can also deposit cash at
the NEFT-enabled branches with instruc-
tions to transfer funds using NEFT. How-
ever, such cash remittances will be restricted
to a maximum of Rs.50,000/- per transac-
tion. NEFT, thus, facilitates originators or
remitters to initiate funds transfer transac-
tions even without having a bank account.
Presently, NEFT operates in hourly batches -
there are twelve settlements from 8 am to 7
pm on week c[n_\'s (Mnndny thmug]‘n |:1'ic|:|‘\_-‘:
and six settlements from 8 am to I pm on
S:llurdn}'.\:.

REAL TIME GROSS

SETTLEMENT (RTGS)

National  Electronic  Funds  Transfer
:NEFT:I is a nation-wide payment system
facilitating one-to-one funds transfer. Under
this Scheme, individuals, firms and corpo-
rates can L‘lcctrm‘li:::l]])-‘ transfer funds from
any bank branch to any individual, firm or
corporate [m\-‘ing an account with any other
bank branch in the country participating in
the Scheme. Individuals, firms or corporates
maintaining accounts with a bank branch can
transfer funds using NEFT. Even such
individuals who do not have a bank account
(walk-in customers) can also deposit cash at
the NEFT-enabled branches with instruc-
tions to transfer funds using NEFT. How-
ever, such cash remittances will be restricted

to a maximum of Rs.50,000/- per

tion. NEFT, thus, facilitates originators or
remitters to initiate funds transfer transac-
tions even without ha\'ing a bank account.
I)rcs(‘nrl_\; NEFT operates in l‘murl__\-' batches -
there are twelve settlements from 8 am to 7
pm on week C|:l_\_’5 ::Munda)' Lhrmlg]] ITI‘iCILI}'::
and six settlements from 8 am to I pm on
Saturdays.

ELECTRONIC CLEARING

SYSTEM (ECS)

ECS is an alternative method for effecting
payment transactions in respect of the
utility-bill-payments such as telephone bills,
electricity  bills, insurance premia, card
payments and loan repayments, etc., which
would obviate the need for issuing and
handling paper instruments and thereby
facilitate impmvcd customer service ]J‘\‘ banks
/ companies / corporations / government
dcpartments. etc., c:_uHccting / receiving the

pa\’mcn rs.

IMMEDIATE PAYMENT

SERVICE (IMPS)

IMPS offers an instant, 24X7, interbank
electronic fund transfer service through
mobile phones. IMPS is an emphatic tool to
transfer money insmntl)' within banks across
India through mobile, internet and ATM
which is not only safe but also economical
both in financial and non-financial perspec-

tives.

MOBILE BANKING

Mobile bankmg 1S a service pm\'ic[ccl b}' a
bank or other financial institution that
allows its customers to conduct different
types of financial transactions remntcl}-’
using a mobile device such as a mobile phone
or tablet. It uses software, usually called an
app, provided by the banks or financial
institution for the purpose. Each Bank
provides its own mobile banking App for
Android, Windows and 10OS mobile

e
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HmHl KSPIFC = PERFORMING IN THE POWER & INFRASTRUCTURE DEVELOPMENT

Inspire the

= VARIOUS PROJECT OF KSEB

= SUPPLIERS OF INPUTS / SERVICE PROVIDERS TO KSEB
VIABLE MEDIUM POWER PROJECTS IN THE CONVENTIONAL
AND N ERGY S8 OR /SOLAR POWER
INFRASTRUCTURE PROJECTS. RUCTION OF COMMERCIAL
COMPLEXES

PURCHASEMANUFACTURING OF POWER RELATED EQUIFMENTS

= SINGLE WINDOW CLEARANCE WITH CO/ ITIVE INTEREST RATE

‘Screw Chal Ier--l_'l.nnl : |
LOGICOOL Spln KSPIFC

ABSONIC AGENCIES Kerala State Power and Infrastructure Finanee Corporation Limiled
( it of Kerala | il

Kl.llal'lgara [ane' opp LIC Pamm KFPFC Bhavanam, \'clln,\'aml:,: hnnlmlgnlnll: ‘(_)' hi

Thiruvananthapuram- 695 004, Kerala M Encassestndit oo

Ph: 0471 2447064, Mob: 9847069191 ' s

e-mail: absonicagencies@yahoo.co.in

www.absonica genc ies.com _ Formerly Kerala Power Finance Corporation Ltd. -
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About Us

TELERAD, Division of SYSTRONICS (INDIA) LTD. Is one of the oldest
representatives of Sony in India prompting Broadcast & Professional
Video/Audio products for more than 4 decades.

TELERAD provides various services like Consultancy, design, System
Supply, Installation, Integration, Training & AMC. Over a period of time,
Telerad added their satisfied list of customers in various field of Broadcast,
production Houses, Research & Development Centers, Defence,
Institutions, Educations, Industries, Corporate, AVSI, etc. while continuing

to cater the Audio/Video Industry.
.' TELERAD is having PAN India presence from 10 locations.
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_ Authorized Distributor:
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HEAD OFFICE THIRUVANANTHAPURAM

B/118-121, 1st floor, Supath-ll Complex, T-C. 9/1387, “Lekshmi”, Temple Road, Sasthamangalam
Nr. Juna Wadaj Bus Terminus, Ashram Road, Thiruvananthapuram — 695010, Kerala (India)
Ahmadabad — 380013, Gujarat (India) Phone: 0471-2724738
Phone: +91 79 27557072, +91 79 27557075 Email: binoy@teleradindia.com
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Equipped with "\
the latest Multicolour
Printing Machine
with Computer Print
Controls

1

sk’ AT
Poorpier Remias

Akshara Offset

ISO 9001:2008 COMPANY

Ny T.C. 25/3230(1), Near Old GPO, Vanchiyoor
Thiruvananthapuram 695 035, Kerala, South India
- Phone: ++#91-471-2471174, 2473470, Fax: 0471-3012289
B & ( e-mail: aksharaoffset@yahoo.com
S

) Computer-to-plate (CtP)

) Graphic designing

) Color separation

) Digital printing

4be Color Systems (P) Ltd.

T.C. 25/3230(2), Near Old GPO, Vanchiyoor
Thiruvananthapuram 695 035, Kerala, South India

Phone: ++91-471-2473911, Fax: 0471-3012289
i N

—
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JOB READY WITHIN
3 MONTHS

Courses Offered

« Certificate Program In Financial Accounting - CPFA (3 Months)

* Advanced Certificate Program in Financial Accounting and
Taxation — ACPFAT (6 Months)

Placements
100% Placement Assistance
Result Oriented Placement Cells
Around 1.3 million job opportunities
Mock interviews
Pre Employability Tests
Increase your chance of getting hired with the
Video and Visual Resume

Holistic Programmes | Trained Faculty |
Industry Recognized Certification

TALLY IS USED IN MORE THAN
A 100 COUNTRIES TODAY!

Institute name, Institute Address

TRIAD WCROSYSTEMS
TC.14/1805, Panjappura Junction
Palayam, Thiruvananthapuram
Phone: 0471 2321155

Fax: 0471 2321199

Mobile: 9387401851
sales@triadmicro.in
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www.hykonindia.com

Muost Preferred Brand Since 1991 250 Service Englneers

National Award Winner for Ohwin Factory with 150 Employees
Quality Products

Prompt Service

1509001 - 2008 Certified

First Inverter Manufacturer
More Than 10 Lakhs Satisfied Customers
DSIR Approved R&D labs MNumber 6th Power Electronics Company

165evvice Centres Wide Range of Products

€, 090 20 121 121|098 46 900 041 Hykon Indla (P) Ltd. wiwslykonindscom bogbybonindiaconn
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Say No to Drinks

Say No to Drugs

Join hands with Government of Kerala and Excise Department
to spread awareness of the harmful effects of
Liquor and Drug consumption

Beverages sz Corporation ||

Issued in Public Interest by
KERALA STATE BEVERAGES ( M&M ) CORPORATION LIMITED
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